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AUKUS Defence Research and Technology

Professor Attila Brungs
Vice-Chancellor and President, UNSW

From the Vice-Chancellor

and President

UNSW is proud of its growing contribution to
Australia’s defence and security through its enduring
and deepening relationships with the Department

of Defence, the Australian Defence Force, national
security agencies and the defence industry sector.

A main driver for UNSW's creation in 1949 was the
realisation that the technological innovation that
had been key to Allied success in World War Two
required more engineers and technologists across
all disciplines to drive economic growth in Australia.

For the past 54 years, UNSW Canberra at the
Australian Defence Force Academy has been
providing undergraduate education for Trainee
Officers and supporting their career progression
through post-graduate research and education
upskilling.

At UNSW we are very proud that our alumni count
among Australia’s most senior defence force
leaders. They are operating from seabed to space in
a constantly changing military environment, driven
by accelerating technological innovation across the
essentially human activity of securing Australia’s
vital national interests. In 2017 UNSW's Defence
Research Institute was created to turbo-charge
UNSW's defence-related research activities across
all our faculties in Sydney and Canberra.

By deepening our trust-based relationships with
Defence planners, UNSW's research community

is increasingly pivoting towards solving complex
defence problems by applying breakthroughs in
dual-use technologies such as artificial intelligence,
guantum computing, cyber-security, and human and
decision sciences.

In 2022 UNSW, in partnership with the University of
Adelaide, was selected by the Commonwealth to
deliver a $250m defence trailblazer program over
four years aimed at driving greater integration of
academia and defence industry in accelerating the
translation of fundamental research to scaled up
sovereign manufacture of those capabilities that will
be critical for our servicemen and women.

These include quantum materials, technologies,
and computing; defensive hypersonics and
countermeasures; information warfare and
advanced cyber-security technologies; robotics,
autonomous systems, and artificial intelligence; and
defence space technologies.

This Capability Portfolio showcases UNSW
excellence in defence research and technology and
highlights our work across academia, government,
and industry, as well as with global policy makers,
to create a hub of defence-related knowledge and
outcomes for the communities we serve.

From the Deputy Vice-Chancellor
Research and Enterprise

The UNSW Division of Research and Enterprise is
responsible for facilitating engagement between
our academics and partners across government,
industry, and the defence community, and with like-
minded international partners.

Over the past three years, UNSW's Defence Research
Institute has worked closely with our Knowledge
Exchange and faculty teams to generate over $100m
in defence-related research opportunities while
concurrently strengthening UNSW's top standing
among Australia’s defence and security-focused
universities.

UNSW has pivoted toward defence as a strategic
priority in response to policy signals from the
Commonwealth, New South Wales and ACT
governments.

Release of the 2020 Defence Strategic Update and
Defence Science Technology Strategy, as well as

the AUKUS announcement in 2021, crystallised for
universities an increasingly important entrepreneurial
role, needed to accelerate translation of fundamental
research into rapid proto-typing and scaled-up
sovereign manufacturing of new Australian defence
capabilities.

This encompasses the full spectrum of defence
activities, from organisational design, leadership,
conflict studies and logistics, to in-orbit edge-

Al, hypersonics, nuclear engineering, quantum
computing, advanced cyber technologies, and
undersea sensing. Hosting state-of-the-art research
infrastructure in these areas, UNSW proactively
seeks to leverage our exceptional multi-disciplinary
research expertise in the pursuit of collaborative
opportunities with the Department of Defence,
defence industry primes and SMEs, other
universities, and international partners.

In 20271 UNSW achieved Defence Industry Security
Program accreditation and implemented sector
leading measures to counter foreign interference.

UNSW is committed to playing a critical role in
translating world-class defence and national security
research into enduring transformational solutions

in support of Australia’'s national interest. With the
release of this Capability Portfolio, we invite our
partners, both prospective and current, to explore
opportunities for deeper collaboration with UNSW in
pursuit ever-greater national security innovation and
impact.

Professor Nicholas Fisk AM

Deputy Vice-Chancellor, Research and Enterprise UNSW
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Security & Defence

PLuS: Advancing AUKUS

An initiative of the PLuS Alliance, Security and Defence PLuS is an academic research and educational collaboration aimed at
advancing AUKUS, the trilateral security partnership between Australia, the United Kingdom, and the United States of America.

The AUKUS partnership strengthens the ability of each country to support
mutual security and defence interest by promoting deeper information and
technology sharing in advanced military capabilities. The Security and Defence
PLuUS initiative aims to enhance the statecraft within the AUKUS Partnership
by utilizing each university's unique capabilities in, and approach to, academic
scholarship and research.

The PLuUS Alliance (Phoenix, London, Sydney) combines the strengths of three
leading research universities on three continents — Arizona State University, King's
College London and UNSW - to solve global challenges and increase access to
world-class higher education in high-need areas.

Projects

Security & Defence PLuUS will be an intellectual engine behind AUKUS, providing
research, analysis, education, and a convening function at the intersection of
academia, policy, and practice. Projects include:

> Expert Commentary

A collected essays series will provide insight and analysis of the possibilities
and challenges inherent in AUKUS from leading scholars and practitioners
from all three nations.

> Briefing Book

A curated collection of AUKUS reference material, from official statements and
agreements to key news releases will become a go-to resource for academic
researchers and practitioners.

> Research

World-class faculty from our three universities will bring multinational,
interdisciplinary expertise to solve the toughest challenges in the Indo-Pacific
security environment.

> Education

Professional Development courses (distributed, resident, and hybrid) will equip
a generation of practitioners with the technical fluency, regional understanding,
and common strategic insight to secure a free and open Indo-Pacific.

> Conferences and Workshops

Starting in Canberra in November 2022, regular convenings will bring together
scholars, practitioners, and policymakers in a spirit of open dialog and
intellectual inquiry.

> Information

www. securityanddefenceplus.plusalliance.org

Artificial
Intelligence
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Advanced Opto-
Electronic Sensors

Electrical and optical sensors for autonomous vehicle navigation, imaging, and
environmental physical and chemical sensing. The devices include metasurfaces
for image enhancement, hybrid photodetectors based upon combined
metasurfaces and two-dimensional materials, and opto-electronic integrated
sensors for early fire detection.

Competitive advantage

> Novel devices such as
metasurfaces that enable
night-vision, mid-infrared
cameras, hybrid two-dimensional
photodetectors with metasurfaces

> Expertise in a broad range
of areas including integrated
optics (nonlinear optical devices,
photodetectors and lasers) and
electronic devices

> Experienced in design, fabrication
and characterisation of integrated
opto-electronic devices

Impact

> Superior devices that are being
tested in autonomous vehicles
and internet-of-things systems

> Successful applications

> Metasurfaces for radar
applications

> Night vision systems
> Highly efficient photodetectors

Capabilities and facilities

> Full design capability with various
software packages (Lumerical,
CST and COMSOL Multiphysics)

> Fabrication of integrated opto-
electronic devices (semiconductor
lasers, photodetectors, nonlinear
optical systems)

> Specialised opto-electronic
laboratories with dark
field microscopes, lasers
and equipment capable of
measurements from ultraviolet
to mid-infrared

Our partners
> |EE (Luxembourg)
> Seeing Machines (Canberra, ACT)

More information

Dr. Haroldo T. Hattori

UNSW Canberra

T: +61 (4) 01 293 840

E: h.hattori@adfa.edu.au
Professor Andrey Miroshnichenko
UNSW Canberra

T: +61 (4) 01 293 840

E: andrey.miroshnichenko@unsw.edu.au

Automatic Mental
State and Task Load
Recognition

From Speech and Wearable
Sensors

Automatic emotion and mental state recognition from speech and behavioural
signals via novel methods for automatic assessment of depression and automatic
task load estimation from wearable sensors. Research outputs are very highly
cited and are being deployed commercially at scale as part of a smartphone-
based depression assessment tool.

Competitive advantage

> State-of-the-art automatic
detection of depression
from speech

> |eading automatic analysis of eye
activity and head movement from
wearable sensors

> Deep expertise in time series
machine learning, including fusion
of multimodal time series

> Unique expertise in
ordinal regression

> Long track record of successful
industry partnership

Impact

> Patented wearable eye activity-
based task analysis and
depression detection from speech

> Multiple keynote presentations
and invited tutorials at peak
international conferences

> Among top few researchers
worldwide in this area in terms of
publication citations

> Successful applications

> Novel algorithms deployed at
scale via commercial depression
detection smartphone app (Sonde
Health, US)

> Proof-of-concept automatic driver
frustration detection system

Capabilities and facilities

> Large team of senior and
early-career academic staff,
postdoctoral fellows, PhD students
and many honours students

> Vast library of unique custom
task datasets of speech, eye
activity and movement from
wearable sensors

> New soundproofed, ripple-
controlled lighting studio facility
for recording of speech and
behavioural signals under a range
of different protocols

> High performance computing
capabilities and a large library of
custom code and scripts

Our partners

> Sonde Health (US)
> US Army, Lifeline
> Data61 (CSIRO)

More information

Professor Julien Epps
Speech and Behavioural Signal
Processing Group

T: +61 (0) 2 9385 6579

E: j.epps@unsw.edu.au
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Data-Efficient
Machine Learning
and Optimisation in
Dynamic Contexts

Expertise in data-efficient machine learning systems (techniques that can
work effectively with minimal training data and without the need for large-
scale annotated data) for heterogeneous and multimodal sensor data, towards
models that can work well on the edge, and are tailored to address dynamic and
adversarial contexts and behaviours.

Competitive advantage

> Data-efficient machine learning, > Short and long-term spatio-temporal
particularly self-supervised learning forecasting for different applications:
with multimodal data. defence, transport and mobility;

energy and sustainability; health,

> Human-centred behaviour modelling
wellbeing and productivity

> Edge Al and federated learning

- ) > Personalised behaviour models
> Individual, group, and population scale

behaviour modelling > Multi-party optimisation and

recommender systems
> Optimal and explainable Al

Impact

> Increased speed of Al and
machine learning adoption
and operationalisation from
development to deployment

> |Improved utilisation of existing
data sources and infrastructures

> Advanced multiple use cases
and scenarios enabled by Al and
machine learning as opposed to
single task focus

> Novel behaviours previously
unseen (e.g. during natural
disaster, terrorist attack, or
pandemic lockdowns) can be
predicted well in advance

> In defence, models learned in one
domain can be adapted to other
domains

Successful applications

> Predictive analytics systems for
smart cities (deployed)

> Personalised task assistance
for working professionals (in
collaboration with Microsoft
Research and RMIT University)

> COVID-19 detection from
unlabelled cough sounds and
respiratory signals

Capabilities and facilities

> Conducting human behaviour
ethics-approved study,
data collection, analysis,
experimentation

> Experience Sampling Methods
(ESM) and/or Ecological
Momentary Assessments
(EMASs) capabilities

> Various wearable sensors

> GPUs for analytics, machine
learning/deep learning
experiments

> Innovation Central Sydney
(Cisco and UNSW), a flexible
activity and incubation lab space,
complete with Cisco-enabled
hybrid work technology and
networked sensors

Our partners

> DSTG

> CSIRO

> Data61

> Cisco

> Aurecon

> Northrop Grumman Corporation
> Microsoft Research

> Qatar Mobility Innovation Centre

> City councils and government
departments

More information

Professor Flora Salim
Faculty of Engineering

T: +61 (0) 430 438 181

E: flora.salim@unsw.edu.au

Enhanced Processing
and Analysis of Human
Language Data

Robust and nuanced understanding of human language is central to research,
development, and applications of Al and data science. Effective methods of
processing and analysing language data can refine and enhance existing methods
and models, uncover patterns, and leverage existing knowledge, data, and tools in
natural language processing and psycholinguistics.

Competitive advantage

> Unique experience and expertise
in next generation language
processing with novel methods
of employing psychological and
linguistic models of language
to create bespoke cutting-edge
approaches to enhance how we
find, analyse, and use human
language data in diverse contexts

Impact

> More robust and effective
methods of analysing and using
language data

Successful applications

> Enhanced quality and usability of
machine translation systems

> Improved detection and
countering of mis/disinformation
on social media

> Validated text analytics to
analyse psychological markers in
multimodal language data

> Improved analysis of language
patterns in forensic and legal
settings

> Improved efficacy of text
simplification techniques for
a wide range of real-world
applications in education,
entertainment, healthcare, and
communications

> Enhanced effects of subtitling
and captioning on cognitive load,
comprehension, and language
proficiency in linguistically and
cognitively diverse samples

> Capabilities and facilities

> Knowledge, experience and
expertise in online and offline
language processing methods,
data, and tools

Our partners

> Australian Research Council
> Department of Defence

> European Commission

> Multicultural NSW

> National Accreditation Authority
for Translators and Interpreters

> NSW Health

More information

Associate Professor

Stephen Doherty

HAL Language Processing Lab,
Faculty of Arts, Design and
Architecture

E: s.doherty@unsw.edu.au
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Ethics of Al-Enabled
Military Capabilities

Expertise in the ethical considerations and policy settings of utilising Al,
Autonomous machines and weapons in warfare situations. Internationally
recognised military ethicist and author of Should We Ban Killer Robots?
(Polity Press 2022) with expertise on the application of Al capabilities in
military contexts.

Competitive advantage

> World leading expertise in
military ethics

\%

Development of policy settings
and guidelines for the application
of Al'in military settings

> Expertise in the ethics of armed
conflict straddling philosophy,
ethics and security applications

Impact

> Leading an international group
of experts and practitioners
responsible for developing
the ‘Guiding Principles for
the Development and Use of
Autonomous Weapons'

> Engaged with the Group of
Governmental Experts (GGE)
debating restrictions on Lethal
Autonomous Weapons under
the Convention on Certain
Conventional Weapons (CCW), in
Geneva Switzerland

Successful applications

> Developed and delivered extensive
wargame experiments exploring
ethics of lethal autonomous
weapons in urban warfare

Capabilities and facilities

> UNSW Canberra Future Operations
Research Group, which offers
extensive research capability
related to military operations and
technologies

Our partners

> Kings College London Centre
for Military Ethics

More information

Associate Professor
Deane-Peter Baker

T: +61 (0) 2 5114 5078
E: d.baker@adfa.edu.au

Competitive Advantages

> Machine learning and data mining
techniques supporting behaviour
and physiological analysis

> Cross disciplinary design
of interactive and adaptive
learning technologies

> Feature engineering and extraction
using signal / image processing

Impact

> Automatic assessment of
cognitive load supporting
decisions about human
performance in specific
circumstances

> Early diagnosis of medical
disorders (mental, physical,
behavioural, functional)

> Advancing the understanding
of underlying mechanisms in
psychological disorders

Successful applications

> Emotion recognition from voice,
face and physiology

> Prediction of cognitive load from
physio-behavioural data

> Prediction of perceived personality
from vocal and facial behaviours

> Early detection of Mild Cognitive
Impairment

Capabilities and facilities

> High-performance computing
facilities and capabilities for
training machine learning models

> Soundproofed, light-controlled
study facility for running
experiments

> Arange of audio, visual,
physiology, and eye-tracking
sensors to collect multimodal data

Our partners
> Imperial College London
> Carnegie Melon University

> Ecole Polytechnique Fédérale de
Lausanne (EPFL)

> University of Geneva
> University of Glasgow

More information

Dr Gelareh Mohammadi
Faculty of Engineering

T: +61 (2) 9065 2979

E: g.mohammadi@unsw.edua.au

Human Behaviour
Analysis

Advanced data-driven Al enabled computational algorithms for the automatic
analysis of human behaviours that can infer users' psychological and mental
states. Such algorithms can be adopted in various technologies and application
settings, including medical diagnostics, mental health assessment, military and
defence applications, or any user-adaptive system.

11



Maritime Autonomous
Vessels and
International Law

Artificial Intelligence

The use of maritime autonomous vessels (MAVs) is creating regulatory
and enforcement opportunities and challenges under international law.
This research fills a critical gap in responses in international law through
focusing on the threats posed by MAVs to international maritime security
law, including transnational crime, terrorism and military operations.

AUKUS Defence Research and Technology
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Competitive advantage

> Internationally recognised
expertise in international maritime
security law

> Engaged with the regulatory
and law enforcement frameworks
from the perspectives of both
criminal law application and
relevant authorities governing
policing actions

Impact

> Research outcomes have been
presented at the US Naval War
College, UN Office of Drugs and
Crime, and to government officials
in regional fora, such as NATO, and
to national agencies

> Published in leading international
law and security journals including
International & Comparative
Law Quarterly, Marine Policy,
International Journal of Marine
and Coastal Law, International
Law Studies

Successful applications

> Directly addressed the use
of drones to detect irregular
migration at sea, the deployment
of remote-controlled vehicles
in terrorist attacks, and in both
supporting and countering drug
trafficking operations

> Apply legal frameworks to
MAVs and in particular show the
interaction of the legal frameworks
governing shipping safety, naval
warfare, maritime operations and
crime suppression

Capabilities and facilities

> Findings highlight and evaluate
for policy-makers MAV-related
legal developments, particularly
possible changes in international
maritime security law under the
auspices of the International
Maritime Organisation and the
direction of legal reform being
advocated by other major
maritime states

Our partners

> Queensland University
of Technology

> Australian National University and
Australian National Centre for
Ocean Resources and Security

More information

Professor Natalie Klein
Faculty of Law & Justice

T: +61 (8) 2 9065 2909

E: n.klein@unsw.edu.au

Associate Professor
Douglas Guilfoyle

UNSW Canberra

T: +61 (0) 2 6268 8868

E: douglas.guilfoyle@unsw.edu.au

Signal, Information and
Machine Intelligence

Developing advanced signal processing techniques and machine learning
algorithms to help make better decisions and predictions utilising data drawn
from various sources (video, audio, bio-signals, positioning data, etc) while dealing
with uncertainty and ambiguity.

Competitive advantage
> Expertisein:

Voice biometrics and speech
processing

Automatic inference of
emotion, distress, and
mental state

Behavioural and biomedical

signal processing

Machine learning, modelling,
and prediction of dynamical,
ambiguous quantities

Integrating signal processing,
system modelling, and machine
learning methods

Impact

> Bring together expertise in
signal processing and machine
learning along with domain
expertise and data

> Develop Al systems that answer
pertinent questions and deal with
ambiguity and uncertainty

> Provide tailored solutions, not
simply plug and play technology

Successful applications

> Prediction and recognition of
emotional state

> Automated speech therapy
system for children

> Characterisation and recognition
of speaker attributes in voice
biometric systems

Oral cancer detection from
fluoroscopic images

Diagnosis and monitoring of
stress, dementia, depression, heart
arrhythmia and insomnia

Automatic fracture detection from
3D rock imaging

Accelerating photocatalyst
discovering with Al

Anomaly detection in satellite
communications

Capabilities and facilities

>

High performance computing
capabilities for large scale signal
and information analysis, and
training machine learning models

Soundproofed, light-controlled
studio facility for recording speech
and behavioural signals

More information

Dr Vidhyasaharan Sethu
Signal, Information and Machine
Intelligence Lab

T: +61 (@) 2 9385 7737

E: v.sethu@unsw.edu.au

Dr Beena Ahmed
Signal, Information and Machine
Intelligence Lab

T: +61 (8) 2 9385 4026

E: beena.ahmed@unsw.edu.au

13
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Trusted Autonomy

Expertise in traditional machine learning, ethics in Al, navigation and control of
autonomous vehicles, developmental robotics, computational motivation and
computational red teaming. This group is unique in Australia due to its mix of
expertise and ability to innovate an idea from its conception to its technological
solution.

Competitive advantage

>

Unigue combination of skills
covering robotics, Al, simulation
and ethics

Long-standing and deep ties with
Defence

Outstanding facilities for
simulation and robotics

Focus on trusted human-
autonomy teaming

Impact

>

Trusted Autonomous Systems for
Military Operations

High-fidelity simulation

Learning from scratch and lifelong
learning for Autonomous Systems
Human and Al based control

of multi-robot operations
and swarms

Successful applications

>

Swarm based machine learning
with knowledge sharing

Demonstration of learning-from-
scratch on real robots using neural
networks and evolutionary fuzzy
systems

Development of human

performance surrogates for high-
fidelity military simulations

Hierarchical deep learning
algorithms for robot control

Capabilities and facilities

>

Large Indoor UGV/UAV

Test Area and VICON Motion
Capture System

Distributed Simulation Laboratory
Virtual Environment and
Simulation Lab

EEG Equipment for Monitoring
Human Cognitive State

Numerous unmanned ground,
aerial and humanoid robots

Our partners

>

>

CSIRO

Air Force Office of Scientific
Research

DST

US Army

US Office of Naval Research
Indonesian Institute of Sciences
Nanyang Technological University
US Naval Postgraduate School

More information

Professor Matt Garratt
UNSW Canberra

T: +61 (©) 2 5114 5150

E:

m.garrat@unsw.edu.au

AUKUS Defence Research and Technology

Cyber
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Complex Systems Security

Delivering a better understanding of the security of future networks and platforms including the
Internet of Things, Industry 4.0, Industrial Control Systems that run Australia’s critical infrastructure,
and resilience of social networks against coercion and soft influence.

Competitive advantage

>

Expertise in next-generation networks, critical
infrastructure security, cyber-resilience and
simulation

World class experimentation development
platforms and lab facilities

Strong industry links to develop usable outcomes

Impact

>

Development of new processes and techniques to
discover vulnerabilities in large scale systems

A holistic perspective on network development
and security analysis

Increasing resiliency of future networks against
cyber threat

Running wargames and scenario-based learning
opportunities to understand future threats

Cyber influence and security simulation platforms
for decision support and situational awareness

Successful applications

Social Media Dataset Generation, Australian Army

An Intelligent Risk Evaluation Tool for
Safeguarding loT Smart Airports, Cyber
Cooperative Research Centre (Cyber CRC)

Cyber Supply Chain Mission Assurance,
Australian Army

Cyber Impact Analysis Towards Mission
Assurance, Defence Science and Technology
Secure Software Defined Networking for Multi-
Bearer Time-Sensitive Distributed Systems,
Defence Science and Technology

Capabilities and facilities

> UNSW Canberra Cyber Range

> Future-facing Internet-of-Things (IoT) Security
Laboratory, incorporating realistic Supervisory
Control and Data Acquisition (SCADA) and
Industrial Control System (ICS) platforms

Our partners

> Information Warfare Division

> Defence Science and Technology Group
> The Netherlands Organisation (TNO)

> Domos

More information

Associate Professor Frank den Hartog
UNSW Canberra Cyber

T: +61 (0) 2 6268 8816

E: frank.den.hartog@unsw.edu.au

Dr Benjamin Turnbull
UNSW Canberra Cyber

T: +61 (8) 409 342 0850

E: benjamin.turnbull@unsw.edu.au

Dr Elena Sitnikova
UNSW Canberra Cyber

T: +61 (8) 2 6268 8673
E: e.sitnikova@adfa.edu.au

Intelligent Security

Development of intelligent cyber security methods for automatically detecting, responding to, and
preventing advanced persistent threats in Internet of Things (loT), cloud and network systems.

Competitive advantage

>

Cyber threat intelligence models such as vulnerability
assessment, intrusion detection, privacy-preserving, and
digital forensics-based statistics, machine and deep
learning algorithms

Automated Penetration testing methods based on Al and
deep learning technique

New testbed architectures for loT and cloud networks
Leading analysis of how Al could develop automated
cyber applications

Advanced threat intelligence models for deterring
cyber threats and reducing financial losses and critic
infrastructure damages

Impact

>

The increase in everything-connected, online systems
that both sense from and interact with the physical world
poses a security risk. The extent to which countries such
as Australia are already dependent on cyber-physical
systems—which is projected to increase—means that the
impact of any disruption is potentially catastrophic

Successful applications

>

An Intelligent Threat Evaluation Tool for Safeguarding
Smart Airports

Cyber Risk Intelligence for loT-enhanced Combat
Systems

From Cyber Resilience to Intelligent Resilience for
Autonomous Systems

An Intelligent Threat Evaluation Tool for Safeguarding
Smart Airports

Secure and Distributed Orchestration Micro-Algorithms
as Services at the Edge

Ensemble Anomaly Detection System

A pilot: risk management-based framework for
developing intelligent systems for natural disasters

Software Assurance for Cyberworthiness

Recent Developments in Al and its Applications in
Defence and Security as a Dual-Use Technology

From Boardgame to Wargame — Game Design for Real-
World Al-Enabled Analysis

A pilot database for Industrial Internet of Things (lloT) for
Cyber Security Applications

Capabilities and facilities

>

>

>

UNSW Canberra Cyber Range Lab
Digital Forensics Lab
|oT Security Lab

Our partners

>

>

>

Defence Science and Technology Group (DSTG)
Cyber Security CRC (CSCRC)

US Department of Defence

SmartSat CRC

Data 61 CSIRO

Australian Army

Office Of National Intelligence

DXC Technology

TATA Consultancy Services (TCS)

More information

Dr Nour Moustafa
UNSW Canberra

T:
E:

+61 (9) 416 817 811
nour .moustafa@unsw.edu.au



Internet of Things Analysis

Cyber

Competitive advantage

> Predictive human behaviour modelling—
covert human activity recognition and indoor
human movement tracking

> Brain computer interface—deep learning for
decoding brain activities and enabling device
control via brain signals

AUKUS Defence Research and Technology

> Large-scale (1000+ sensors), long-term
industry system deployment experience in
a variety of environments such as buildings,
rainforest, farms and lakes

Impact

> |Improved automation and better supportin a
complex environment

> Breakthrough technology outcomes realised
through sensor processing, including
advances in biometric (face, gait) recognition
and wearable systems

Successful applications

> Deep learning for fault detection and
localisation in distributed systems,
CERA Project

> Opinion fraud detection

> Thing-of-interest recommendation in the
Internet of Things

18

and Applications

The Internet of Things (loT) presents enormous opportunities to improve interaction
with our immediate surroundings. Fully realizing this potential requires sophisticated
information analysis, with a focus on data mining and deep learning, human activity
recognition, information filtering, and brain computer interfaces.

> Human abnormal activity detection
> Smart buildings and environments

> User-friendly authentication for wearable
devices, Australia Centre for Cybersecurity

> Battery-free wearable systems

Capabilities and facilities

> LPWAN test-bed in an industrial building
> GPU-accelerated loT data analytical platform

More information

Dr Wen Hu
Faculty of Engineering

T: +61 (8) 2 9385 7679

E: wen.hu@unsw.edu.au

Associate Professor Lina Yao
Faculty of Engineering

T: +61 (0) 2 9385 5665

E: lina.yao@unsw.edu.au

Networked Systems and
Security Research Group

A leading capability in the development of Internet of Things (IoT) technologies over the
past decade with long lasting collaborations with a number of industry partners.

Competitive advantage

> Holistic approach that encompasses
apps, protocols, security, analytics and
device management

> Expertise in building and deploying
practical IoT systems, including:

Design, implementation and
evaluation of energy-efficient wireless
communication protocols

Blockchain technology for loT
Security protocols for end-to-end
communication and over-the-air
programming

Biometrics and authentication
Privacy-enhancing technologies
Wearable loT technologies for human
activity recognition

Device-free sensing with WiFi
Batteryless sensing, and

loT for sport analytics

Impact

> Better integration of the physical world
with computer-based systems

Capabilities and facilities

> Comprehensive laboratory facilities with
state-of-the-art loT devices

Our partners

> Defence Science and Technology Group
(DSTG)

> NEC

> Google

> Tata Consulting Services

> Institute of Infocomm Research,
Singapore

> WBS technology (smart buildings
with LPWAN)

> Virtual Vehicle Research Centre, EU
> Data 61 (CSIRO)

More information

Associate Professor Salil Kanhere
Faculty of Engineering

T: +61 (8) 2 9385 6927

E: salil.kanhere@unsw.edu.au
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Secure and Private
Embedded Real
Time Analytics

Robust machine learning algorithms in embedded devices to obtain novel insights and
enable real-time decision making while ensuring system security and the privacy of users.

Quadseal Hardware
Attack Mitigation

Quadseal is a mitigation technique to stop attackers from obtaining secret keys from
block ciphers. Where a conventional encrypting device is accessible it is possible to
obtain the secret key in less than 10 minutes. With Quadseal the attacker is stymied,
making communications channels and other protected items far safer.

AUKUS Defence Research and Technology
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Competitive advantage

>

First known countermeasure that can
thwart both power and fault attacks

Smallest power area product among all
available technologies

Embedded Systems Laboratory has
over 20 years'’ experience in hardware—
software co-design, security and design
automation

Impact

>

Enhanced communications security

Successful applications

>

>

Our work in pipelined processing systems
has been used extensively by Canon Inc.

Optimised systems used within multiple
other commercial environments

Capabilities and facilities

>

Side channel analysis equipment

for measuring power and
electromagnetic radiation

SASEBO FPGA-based boards to create
circuits that can be tested

Custom made processor boards for
testing of software countermeasures

Our partners

>

Canon Information Systems Research
Australia

Seeing Machines Inc.

Defence Science and Technology Group
(DSTG)

More information

Professor Sri Parameswaran
Faculty of Engineering

T:
E:

+61 (@) 2 9385 7223
sri.parameswaran@unsw.edu.au

Competitive advantage

>

Novel business, environmental and
system insights through seamless non-
invasive monitoring

Security of networked systems

Minimal privacy risk for users and
improvements in the overall performance
and usability of networked systems

Detection of malicious mobile apps

Real-time continuous identification of
individuals and machines

Energy efficient sensing of user activities

Detection of anomalous operation of
networks and devices

Voice biometric systems and
countermeasures to spoofing attacks

Impact

>

Better security and improved usability of
networked systems

Successful applications

>

Automatic inference of user emotion and
mental state

Creation of a ‘breathprint’ for continuous
user identification and authentication

Capabilities and facilities

>

State of the art laboratories equipped
with a multitude of sensors, wearables,
and state-of-the-art equipment for signal
capture and analysis

More information

Professor Aruna Seneviratne
Faculty of Engineering

T:
E:

+61 (8) 2 9385 5389

a.seneviratne@unsw.edu.au
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Critical Deception for
Infrastructure Security Cyber Defence

Deception is an important tool for cyber defence, complementing existing perimeter
security measures to rapidly detect breaches, data theft and insider attacks. A factor
limiting the use of deception is the cost of generating realistic artefacts by hand.
We leverage advances in machine learning for scalable, automated generation of realistic

The Critical Infrastructure Act 2021 requires increased protection of Australian critical
infrastructure across 11 sectors. We provide sector-specific solutions following the
secure by design principle with operational constraints - e.g., implementing security in
systems that cannot have scheduled downtime or only minimal downtime.

AUKUS Defence Research and Technology
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Competitive advantage

> Advanced technical expertise in the
design and analysis of secure protocols
in the communication protocol stack,
cyber-physical systems, Industrial loT,
integration of IT/OT systems, risk analysis,
and vulnerability analysis

> Expertise in real-time/SCADA systems for
various critical infrastructures

Impact

> New algorithms, techniques, attack
vectors, zero-day vulnerabilities and
defence

> Input to various cybersecurity standards
working groups

Successful applications

> Security analysis of Distributed Energy
Resource Management Systems

> Security Keyless entry system design for
Vehicles for an industry partner

Capabilities and facilities

> Multidisciplinary team with the capacity to
design and evaluate critical infrastructure
security through emulation and on real
platforms

Our partners

> Cybersecurity Cooperative Research
Centre (CSCRC)

> Defence Science and Technology Group
> Australian Cyber Security Centre (ACSC)
> Avertro, Cisco

> Jemena

> Mitsubishi Heavy Industries

> TCS Australia

> WBS Technologies

More information

Professor Sanjay Jha
Faculty of Engineering

T: +61 (@) 2 9385 6471

E: sanjay.jha@unsw.edu.au

Dr Arash Shaghaghi
Faculty of Engineering

T: +61 (0) 2 9348 0950
E: a.shaghaghi@unsw.edu.au

deceptions.

Competitive advantage

> Deep understanding of machine learning
models for creation of digital artifacts that
simulate characteristics of many IT assets
and processes

> Skills to undertake large-scale user
studies to evaluate human perception of
deceptive content

Impact

> Automatically develop realistic deception
artifacts at scale

> Deception artefacts that can trick
intruders, data thieves or malicious
insiders into behaviour that reveals their
presence and provides intelligence on
their intent or their tactics, tools, and
procedures

> New metrics and methods for measuring

realism and enticement, two key
properties of deceptive content

Successful applications

> Our technology is adopted in commercial
cyber deception products for creating
fake versions of data and digital
assets including documents, software
repositories and interaction events

Capabilities and facilities

> Multidisciplinary team with the capacity
and facilities to prototype concepts
theoretically, through simulation and on
real platforms

Our partners
> Penten
> CSIRO

> Cybersecurity Cooperative Research
Centre

More information

Professor Salil Kanhere
Faculty of Engineering

T: +61 (8) 2 9865 9750

E: salil.kanhere@unsw.edu.au
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Information
Warfare Activities

Examining the changing nature of war and diplomacy with the use of cyber capabilities
to understand modern information warfare and influence operations. To assist in the
development of effective strategies for engagement in this modern warfare and strategic

competition and partnerships.

Competitive advantage

>

Expertise in:

Information warfare/influence
operations

Use of cyber for grey-zone activities
Cyber Diplomacy

Great power competition in cyberspace
Alliances and partnerships

Coercion

Deterrence

Tactics short of war

Impact

>

Understanding the context of information
warfare and influence operations and
applying that understanding to policy and
norm development

Analysis of cyber coercion and deterrence
in conflict and measures short of war

Providing links between humanities
scholarship and scientific analysis

Development of models for testing
strategies for information warfare

Successful applications

>

Applied understanding and expertise
to analysis of AUKUS collaboration in
cyber capabilities

Applying humanities scholarship and
research to technologically based
problems to expand and deepen
understanding to achieve more robust
conclusions

Capabilities and facilities

>

Capability to research information
warfare, influence operations,
conduct comparative analysis of
historical case studies to apply to
modern warfare methods

Bringing together humanities approaches
and more technology-based research

More information

Dr Sally Burt
UNSW Canberra

T: +61 (0) 2 5114 5328

E:

s.burt@adfa.edu.au

Information Warfare;

Mis-information, Dis-Information,
Mal-information and the Grey Zone

UNSW has a multidisciplinary team specialising in information warfare. Understanding the effectiveness
of mis-information, dis-information and mal-information is essential to protecting citizens, institutions and
critical infrastructure. We have expertise in cyber security, electronic warfare and information operations
using strategic, evidence-based, and academically rigorous approaches. The multidisciplinary team includes
engineers, behaviouralists, linguists, narrative and simulation research specialists, and model designers.

Competitive advantage

>

Applying a multi-disciplinary approach to Information
Warfare (IW) and Grey Zone threats

A strong understanding of the criticality of detecting
and countering Grey Zone threats in a whole-of-
government context

Deep experience in analysing information flows

Impact

>

This research capability has already been used by the
Australian Defence Force and DSTG

Members contribute to the Defence Information
Warfare STaR Shot including as members of the
Information Warfare Innovation Community and
Information Warfare Advisory Committee

Developed models of information flow in commercial
cyber-cyber digital twins of social media platforms

Successful applications

>

UNSW participated in a research collaboration
investigating contemporary mass influence.

The resulting research reports are available from:
https://dri.unsw.edu.au/publications-media

Continued involvement on the Defence IW STaR Shot

Our partners

> Australian Defence Force
> DSTG

> Related industry partners

More information

Professor Salil Kanhere
Faculty of Engineering

T: +61 (8) 2 9385 6297
E: salil.kanhere@unsw.edu.au

Associate Professor Rob Nicholls
Faculty of Business

T: +61 (0) 412 646 477

E: r.nicholls@unsw.edu.au

Dr Teresa Crea
Faculty of Arts, Design & Architecture

E: t.crea@unsw.edu.au
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Model Checking
Knowledge (MCK) in Online Influence Simulation

° °
Dlst rl b uted a n d Simulating online social media platforms to better understand the impacts of fake news and

online influence on people and societies. This work also provides modern online systems to

M u Iti -AG E N T Syste m s integrate into wargames and exercises.

Competitive advantage Our partners

> The unigueness of this work is in the development > Defence Science and Technology Group
Model Checking is a methodology for automated verification of computer software and of synthetic populations that accurately reflect > Australian Defence Force — Information
hardware designs. It is based on algorithms that enable a complete analysis of all possible real communities and countries. We take a Warfare Division
behaviours of a system model. Standard model checkers verify properties concerned holistic perspective of how opinions are formed > Roval Military College. Canada
with how a system state changes over time. Our model adds to this a capability for and propagated, simulating individuals at scale. y 4 y oE
analysing how the knowledge - states of information - of system components evolves This work also provides unique opportunities for > Australian War College
over time. human/bot interaction and processing > Arizona State University
Competitive advantage Successful applications Impact More information
> The MCK model checker is one of only a > Detecting non-optimal use of information > Usedin modern wargaming events and exercises Associate Professor Benjamin Turnbull

few comparable systems internationally. in computer hardware designs > Applied to verify online influence models UNSW Canberra

Itis unique in the range of semantics > Analysis of computer security protocols developed internationally T: +61 (@) 469 342 050

of knowledge and model checking > Fault-tolerant distributed computin jami
algorithms that it supports including: puting Successfullapplications E: benjamin.turnbull@unsw.edu.au

) > Verification of pursuit-evasion scenarios
Observational, clock and perfect recall > DSTG Influence Wargame. 2022
semantics of knowledge . '

(Subjective) probabilistic knowledge Our partners > Defence IWD Potentium Wargame, 2018-2020
specifications > US Air Force

Binary decision diagram based and

bounded model checking algorithms More information

Synthesis of implementations of

knowledge-based programs Professor Ron Van der Meyden

Faculty of Engineering

Impact T: +61 (0) 2 9385 6922
E: r.vandermeyden@unsw.edu.au

> Improved software reliability and security
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Privacy Preserving Technologies:
Risk Identification, Quantification, and
Preservation Solutions

Privacy preserving technologies allow users to protect the privacy of their personally identifiable information (Pll)
by providing limited information to service providers or apps, all while maintaining the functionality of data-driven
systems. Our multidisciplinary team includes researchers, cryptographers, engineers, behaviouralists, linguists, and
human-centric design experts.

Open Source
Cyber Threat Intelligence

Open source intelligence platforms are capable of aggregating a vast amount of cybersecurity-related
sources. To process such information streams, scalable and efficient tools capable of identifying
and summarizing relevant information for specified assets are required. Advanced and novel natural

language processing and deep neural networks for scalable, automated extraction of cyber threat Capabilities and facilities

Competitive advantage

AUKUS Defence Research and Technology
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intelligence (CTI) are applied to interrogate these data sources and to extract value.

Competitive advantage

>

Multidisciplinary expertise in natural language
processing, machine learning, linguistics and
psychology

Experienced in the gathering and understanding
of forensic evidence of potential cyber threats on
a host system or network

Deep experience working on unstructured data
processing (including texts and images)

Impact

>

This technology and capability can be used to
help information technology (IT) organisations
proactively defend against cyberattacks.
Ability to extract, aggregate, synthesize, and

analyse publicly available cyber threat-related
documents, articles, reports, and social media.

Successful applications

>

Developed a CTl extraction system that can
extract the potential cyber threats of a target
customer through mining posts on social media

Research has been deployed commercially by the
cybersecurity software company Avertro

Capabilities and facilities

> Advanced multi-disciplinary approach for threat
intelligence extraction

> High-performance computational servers for
running complex neural network models

Our partners

> Avertro

More information

Dr Jiaojiao Jiang
Faculty of Engineering

T: +61 (@) 2 9385 4535

E: jiaojiao.jiang@unsw.edu.au

Professor Sanjay Jha
Faculty of Engineering

T: +61 (8) 2 9385 6471

E: sanjay.jha@unsw.edu.au

>

A multidisciplinary team drawn from across UNSW which
consists of leaders in their respective disciplines such as
privacy, cryptography, user psychology, human-computer
interactions

Strong understanding of privacy leakages originating
from user behaviour on the web and hence have a
capability to capture, quantify, and eliminate those risks

Expertise in quantifying risks from anonymized
databases (e.g., government, education sector, social
media data) that need to be shared with third-parties

Experience in providing privacy preserved solutions
for data-at-rest and continuous data streams through
methods such as differential privacy, multi-party
computation, and other various encryption schemes

Impact

>

Research outcomes used by the Australian Defence
Force and DSTG

Recognised privacy risk quantification methodologies
applied to Defence settings

Designed and developed state-of-the-art privacy
identification and preservation solutions for various
data types

Successful applications

>

Impact of COVID-19 on Privacy and Security of Social
Media Platform

Quantification of User Uniqueness through Touch
Gestures

Adversarial Resistant Obfuscation Method for Web Data

> A specialised lab with High Performance Computing
Facility and latest portable devices

Our partners

> Australian Defence Force

> DSTG

> Cybersecurity Cooperative Research Centre (CSCRC)

More information

Dr Rahat Masood
Faculty of Engineering

T: +61 (8) 2 9065 9916

E: rahat.masood@unsw.edu.au

Dr. Sushmita Ruj
Faculty of Engineering

T: +61 (8) 2 9348 0960

E: sushmita.ruj@unsw.edu.au

Professor Salil Kanhere
Faculty of Engineering

T: +61 (8) 425 376 113
E: salil.kanhere@unsw.edu.au




Cyber

Analysing Encrypted Network Trustworthy Machine Learning

Traffic for Cyber Intelligence

Machine learning models can be deliberately fooled, evaded, and misled, raising significant security and
privacy concerns. The behaviour of machine learning models, even in edge cases or unseen scenarios, need
to be well understood. We specialise in developing trustworthy machine learning techniques and tools, which

Artificial Intelligence (Al) engines trained on stochastic behaviours of network traffic flows are are explainable, robust, fair, causally responsible, and privacy-preserving.

used to detect connected assets, active applications, and emerging attacks. The use of Software
Defined Networking (SDN) decouples hardware from software, allowing the solution to scale to
Terabits-per-second of network traffic from millions of devices in a very cost-effective manner.

AUKUS Defence Research and Technology
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The technology has the potential for cyber intelligence in carrier and enterprise networks.

Competitive advantage

>

Improved network telemetry and analysis for fine-
grained asset and threat visibility

Automation and orchestration of network
operations for enhanced security

Experience in operational deployments and
commercial trials in carrier scale networks

End-to-end solutions with full ecosystem
integration

Patent protected technology

Impact

>

>

More reliable and secure communications

Detection of intrusions into and exfiltration from
Defence Networks

Network activity monitoring of embedded devices
in contained environments like submarines

Detection and quarantining of compromised
devices in battlefield environments

Successful applications

> SDN solutions deployed in Telcos in Australia;
ongoing trials in New Zealand, India, and USA

> Real-time visibility into video streaming, gaming,
conferencing, etc. across hundreds of thousands
of users in carrier networks

> Real-time health monitoring of complex Internet-
of-Things (loT) environments

Capabilities and facilities

> Large-scale SDN test-bed spanning multiple
Australian organisations

> Fully-equipped SDN lab with state-of-the-art
hardware and software

More information

Professor Vijay Sivaraman
Faculty of Engineering
T: +61 (0) 2 9385 6577

E: vijay@unsw.edu.au

Competitive advantage

>

Deep understanding of vulnerabilities, robustness, and/
or biases inherent to machine learning models and their
implications

Expertise in a broad suite of technologies including
deep representation learning, interpretable machine
learning, privacy-preserving learning, confidential
computing, decentralized learning, robustness, testing
and verification

Impact

>

Design of robust machine learning systems that can
resist attacks from strong adversaries, protect user
privacy, and produce fair decisions

Improved transparency and trust in automated systems
of the future

Successful applications

>

We have developed a wide array of robust machine
learning solutions that span deep neural networks,
federated learning, and graph neural networks

Our technology is used in many domains including
cybersecurity, design automation, cyberphysical systems,
smart cities and transportation, and defence

Capabilities and facilities

>

Multidisciplinary team with the capacity to prototype
concepts theoretically, through simulation and on
real platforms

> High performance computational servers
for running complex machine learning models

> Experience in working with a wide array of
datasets and application verticals

Our partners

> DSTG

> CSIRO

> Cybersecurity Cooperative Research Centre
> Automi

> ARC Centre of Excellence in Automated Decision
Making and Society

More information

Professor Salil Kanhere
Faculty of Engineering

T: +61 (@) 425 376 113

E: salil.kanhere@unsw.edu.au

Professor Flora Salim
Faculty of Engineering

T: +61 (@) 430 438 181
E: flora.salim@unsw.edu.au
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Trustworthy Systems

A recognised world leader in the formal verification of systems software and developer

of the first operating-system kernel with an implementation-correctness proof.

Competitive advantage

>

Unique capability in the design,
implementation and formal verification of
security-critical software systems

Impact

>

Truly trustworthy (unhackable) software
systems with provable security properties
Successful applications

Cyber-retrofit of Boeing autonomous
helicopter (ULB) under the DARPA HACMS
program

Integration into engineering workflow
under the DARPA CASE program

Secure communication device (AltaCrypt)
deployed in multiple defence forces

LLaot device for protecting critical
infrastructure from cyber attacks
German company HENSOLDT Cyber
developing secure solutions based on
selL4

Capabilities and facilities

> Design and verification of real-world
software systems

Our partners

> DARPA

Rockwell Aerospace

National Cyber Security Centre (UK)
Technology Innovation Institute (UAE)

\%

\%

\%

More information

Scientia Professor Gernot Heiser
Faculty of Engineering

T: +61 (0) 2 9065 5346

E: gernot.heiser@unsw.edu.au

UNSW

Allens Hub for Technology,
Law and Innovation

The UNSW Allens Hub for Technology, Law and Innovation is a partnership between Allens and UNSW
Law & Justice, adding breadth and depth to research on the diverse interactions among technological
change, law, and legal practice. Our research includes cyber security law and policy (including in cyber-
physical systems such as drones), trust and trustworthiness in cyber security, legal arrangements for
data sharing, and legal and human rights issues around Al and automated decision-making.

Competitive advantage

> Leading Australian research initiative on legal
issues arising in the context of new technologies

> Experience collaborating with Australian
government including with Defence

Impact

> Improving legal and policy frameworks in the
areas of technology regulation, cyber security,
data practices and data sharing — at state, federal
and international levels

> Working with government and industry to
understand legal obligations in complex,
emerging contexts

Successful applications

> Developed high level principles for the use of Big
Data applications in defence, national security
and law enforcement contexts

> Analysis of legal obligations and public opinion
related to the use of “open source” data (including
social media) by defence, national security and
law enforcement agencies (working with DSTG)

> Created web resource for laws impacting on
incentives for cyber security

> Analysis of the role of contract provisions in
protecting data in the context of data sharing
arrangements

> Resource for SMEs in supply chain for
critical infrastructure regarding impact of
legislative reforms

> Resource for SaaS providers and government
in relation to cyber security and critical
infrastructure obligations (in principle agreement)

Our partners

> Data to Decisions Co-operative Research Centre
> Cyber Security Co-operative Research Centre

More information

Professor Lyria Bennett Moses
Faculty of Law and Justice

T: +61 (8) 2 3985 2254

E: lyria@unsw.edu.au
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UNSW Institute for
Cyber Security (IFCYBER)

Verifiable Confidential

Computing for Distributed
Trustworthy Systems

Analytics for most applications like Health, Finance and the Internet of Things rely on sensitive
data. Confidential computing allows computing on encrypted data, thus protecting user's personal
information in the event of data breach. Verifiable confidential computing goes a step forward to

IFCYBER draws from and focusses efforts across all UNSW faculties and partners as we identify, address
and resolve critical path issues for the Defence and National Cyber Security system, and vulnerable parts of
the national economy through a combination of Research, Teaching and Translation

Competitive advantage

> Complementary multi-disciplinary skills matrix in > Human factors: including behaviours, useable security,

AUKUS Defence Research and Technology
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engineering, psychology, management, law, policy,
and philosophy
> Dual Research and Teaching focus

> Large critical mass of diverse Cybersecurity
focussed researchers

> Explicit multi-disciplinary approach across both Canberra

and Sydney campuses to address critical path cyber
security capability problems

> End to end cyber security teaching system from
undergrad to postgrad & continuing professional

facial recognition, criminal factors, information influence

Organisations and Business: including organisational
change, supply chains, situational awareness

Secure spaces & loT Security Laboratories

(Both Campuses)

Distributed Energy Resource Management (DERM)
Security Testbed

Our partners

ensure accountability, fairness and transparency without disclosing sensitive information.

Competitive advantage

>

Expert knowledge on a broad range of
cryptographic algorithms including homomorphic
encryption, secure multiparty computation and
zero-knowledge proofs

Quantum-safe cryptographic algorithms

Well analysed solutions with provable

Capabilities and facilities
> 0Ongoing national and international collaborations

> Laboratory facilities with High Performance
Computing facility

Our partners
> CSIRO

education for the Defence and National Security Sector > Defence security guarantees o rons
> AFP > Extensive knowledge and experience with > Sydney Quantum Academy
Impact > CSIRO/Datab1 Blockchain design and applications > Automi
> DoHA > Holon

> Cyber Security Professionals produced for National
Security sector (undergrad & post-grad)

> Improved cybersecurity standards

Successful applications in the Public Domain

> Prototypes of various Cybersecurity software
> Policy submissions (Law Policy)

Expertise

> Complex Systems Security, Hardware/Embedded
Systems Security, Privacy-Preserving Techniques,
Artificial Intelligence / Data Mining/Social networking,
Network/loT/CPS Security

> Law & Policy: including ethics, policy, law,
regulation & governance

Cyber Security CRC & partner entities
National Security industry partners
Financial Sector Partners

Law

Launch Partners - Canberra

Selected international partners

More information

Professor Mike Brennan
UNSW IFCyber

T:
E:

+61 (8) 2 5114 5354

ifcyber@unsw.edu.au

Impact

>

Responsible, Secure and Practical Algorithms

Successful applications

>

>

>

Distributed Secure Storage Systems
Queryable Encryption

Transparent, Trustworthy and Privacy-Preserving
Management of Supply Chains

Transparent and seamless value exchange across
different value chains

Real-time predictive maintenance and process
optimisation within a trusted multi-stakeholder
environment

Detecting and investigating crime on blockchain
and cryptocurrency networks

> Smart Trade Network

More information

Dr. Sushmita Ruj
Faculty of Engineering

T: +61 (8) 2 9348 0960

E: sushmita.ruj@unsw.edu.au

Professor Salil Kanhere
Faculty of Engineering

T: +61 (0) 2 9385 6927

E: salil.kanhere@unsw.edu.au
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Wireless and Acoustic
Communications and Sensing

Research and development in wireless communications, satellite communications, and signal
processing and machine learning for wireless and acoustic communications. Specialised in designing
advanced signal processing and ultra-high reliable communication technologies for next-G and
industrial Internet of Things (loT) applications, including loT for land and underwater acoustic channels.

Competitive advantage Capabilities and facilities

> Extensive experience in research, design and > Wireless communication system design and
development of ultra-reliable, dense multi-user test facilities—microwave chamber, spectrum
communication systems, communication analysers, vector signal generators, FPGA
transceiver technologies and communication and development platforms and software-defined
sensing protocols radio platforms

> Ateam of highly experienced staff comprising > Millimeter Wave communications
academics, research §cientists, graduate > High performance computing clusters for ultra-
students and professional support staff. reliable system performance evaluation

> Extensive research collaboration experience with
leading telecoms companies and organisations

Our partners

> Telstra
Impact
> Baicells
> Faster, more efficient and reliable wireless and
) C > Farmbot
acoustic underwater communications
and sensing > Nl Australia
> Nokia-Bell Lab
Successful applications > Lucent
> Massive multiple-input, multiple-output technique > Ocius
for next-G wireless networks
> Massive connectivity and low latency machine-to- More information

machine communications .
Professor Jinhong Yuan

> Integrated communications and sensing for Faculty of Engineering

wireless channels
; o . T+
> Integrated acoustic communications and sensing T: +61 (@) 2 9385 4244
for underwater channels E: j.yuan@unsw.edu.au

> Efficient and sustainable wireless-powered
communication networks

> Design and analysis of delayed bit interleaved
coded modulation

> Efficient cross-layer coding techniques for
wireless and underwater networks

AUKUS Defence Research and Technology

Enabling
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Capability Systems
Model-Based Decision
Support and Analysis,
Research and
Independent Assurance

Delivering sovereign, agile, and interdisciplinary research-led, innovative systems
thinking, decision support or independent assurance, that can accelerate and
advance decision-making and future Defence capability. Using a ‘systems
thinking' perspective, we interact with stakeholders to understand, simplify and
solve problems through interdisciplinary methodologies.

Competitive advantage

> Proven, trusted and independent
system modelling and evidence-
based decision-support and
analysis (including risk-based

analysis) across the One Defence

Capability System

> Co-design problem solving
methodologies combining
innovative decision support
methods, systems engineering,
and enterprise analysis

> Digital engineering frameworks,
including testing and evaluation

Impact

> Support and accelerate decision
making by addressing the
critical analytical gaps in multi-
domain operating environments
characterised with high levels of
complexity, ambiguity, and deep
uncertainty

Successful applications

> Workforce modelling and decision-
support for Future Navy Workforce

into the Nuclear-Powered
Submarine Task Force

> Sustainable, scalable Guided

Weapons and Explosive Ordnance

(GWEQ) maintenance system
modelling using real time data
and Objective Quality Evidence
(OQE) for senior committee and
government decision making

> Delivery of Enterprise Architecture

methodologies for the GWEO
Enterprise

Complex systems modelling for
SEA 1000 — Future Submarine
transition planning options

Decision & mission engineering
support for the Joint Capability
Group and Army for the
deployment of C4l systems

Decision making assurance for the
Land Based Trauma System

Capabilities and facilities

>

Provision of agile (security
cleared), readily accessible and
customised project teams to meet
Defence and its partners’ needs

World-class ‘operationalised’
research capability and capacity

Our partners

>

>

Future Navy Workforce Branch

Navy and Land

Capability Divisions
Capability Acquisition and
Sustainment Group
(Maritime and Land)
Defence Science and
Technology Group

Joint Capabilities Group

More information

Associate Professor
Sondoss Elsawah
Capability Systems Centre,
UNSW Canberra

T:
E:

+61 (0) 2 5114 5143

s.elsawah@unsw.edu.au

Climate Security, Forced
Migration and Disaster Response

Climate change is widely understood to have profound national and international security implications. It worsens
conflict, stresses militaries, intensifies natural disasters, and triggers forced migration. UNSW researchers have
led international debates on climate insecurity, including their implications for national security architectures, the
United Nations Security Council, global approaches to climate refugees, and responses to climate-related disaster.

Competitive advantage

>

Climate aspects of national security and
force transformation

Climate change and the UN
Security Council

Policy, justice and organisational
challenges of climate-affected disaster

Conceptual and policy debates around the
environment and security

Strategic and human rights challenges of
forced climate migration

Implications of climate change for global
food security

Impact

>

Our work influenced recommendations
in the 2017 Joint Committee on Defence,
Foreign Affairs and Trade inquiry into

the implications of climate change for
Australia’s national security

Our public events and articles have
promoted climate change onto the
national security agenda through
evidence-based research

Capabilities and facilities

>

The Environment and Governance
research group

The Asia-Pacific Development and
Security research group

More information

Professor Anthony Burke
UNSW Canberra

T:
E:

+61 (0) 2 5114 5085
a.burke@unsw.edu.au
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Great-Power Competition in the
Indo-Pacific Region

We provide expertise in the policy, strategic and operational implications of great-power competition in
the Indo-Pacific region, including the geopolitical, economic, military and technological implications of
heightened friction in specific geographies and categories of competition.

40

Competitive advantage

> The grand strategy, operational art, current
tactics and technologies of sub-threshold,
liminal and grey-zone conflict

> Lessons learned from ongoing instances
of great-power competition including
proxy and surrogate competition

> Emerging technologies and their impact
on great-power competition

> |mplications of great-power competition
for regional institutions and nation-states,
and economic arrangements

Impact

> |mproved policy, strategy and operational
employment of Australian and allied
whole-of-government and whole-of-nation
resilience efforts

> Improved linkages between Defence and
non-Defence agencies within Australia
and across the region

Successful applications

> Participation in NATO and Five Eyes
futures forums, concept development and
experimentation efforts in Australia, UK,
US, Canada and Europe

> Pandemic impact modeling for World
Bank and United Nations unData program

> Consultation with Australia’s Department
of Defence and Department of
Home Affairs

> Support to NATO's resilience agenda

More information

Professor David Kilcullen
UNSW Canberra

T: +61 (@) 2 5114 5275

E: d.kilcullen@unsw.edu.au

Military Security Ethics

UNSW Canberra provides philosophically rigours research on ethnical dimensions of conflict,
operations and security policy.

Competitive advantage

>

Education and research in military ethics
with operational and strategic applications

The ethical dimensions of international
security policy, cooperation and
governance

The law and ethics of armed conflict
across multiple platforms, conflict types
and operational contexts

The ethics of new military technologies,
irregular warfare and specialised
combatants such as special forces,
private contractors and more, and

Moral philosophy and ethics—the just war
tradition in contemporary times

Impact

>

Better ethical decision making

Successful applications

>

Deane-Peter Baker created the

first massive online open course in
military ethics and is a member of the
International Panel on the Regulation of
Autonomous Weapons

More information

Associate Professor Deane-Peter Baker
UNSW Canberra

s
E:

+61 (0) 2 5114 5078
d.baker@unsw.edu.au
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Organisational
Behaviour in Dictatorship

In the rapidly changing international situation, understanding the drivers of
behaviour in dissimilar political systems is relevant.

Competitive advantage

> Analysis of leadership decision making
and organisational behaviour using cases
studies of National Socialist Germany
1933-1945

Impact

> History provides examples and models
to assist present-day judgement and
decision making

Successful applications

> Extensive publications from subject
matter experts

Capabilities and facilities

> World class library resources for studying
Nazi Germany and decision making in
dictatorships

More information

Associate Professor Eleanor Hancock
UNSW Canberra

T: +61 (0) 2 5114 5073
E: e.hancock@adfa.edu.au

Religion, Gender and
Development in the
Indo Pacific Region

UNSW Canberra provides expertise in Islam, gender, and regional development issues with a focus on
Indonesia. Internal cultural and social dynamics intersect with regional and global forces for social and
political transformation in the Indo Pacific region.

Competitive advantage

> Expertisein

> |slamic politics and economy

> Gender equality and social inclusion

> Poverty reduction

> Rural development policy

> Civil society

> Disaster relief and community responses

Impact

> QOur expertise influences programs for
non-governmental organisations for
gender equality and poverty reduction

Capabilities and facilities

> The Asia-Pacific Development and
Security research group

> Indonesian Studies

> MOUs with leading Indonesian
research universities

Our partners

> Gadjah Mada University, State Islamic
University, Jakarta

More information

Associate Professor Minako Sakai
UNSW Canberra

T: +61 (@) 2 5114 5076

E: m.sakai@unsw.edu.au
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Space Law,

Policy and Strategy

Global leaderinresearch, knowledge and thinking on space law, policy and strategy. Fusion of inter-disciplinary
perspectives, including solid technical foundations, to produce pragmatic solutions and innovations to
support a stable, rules-based order for space, consistent with stakeholder interests.

Competitive advantage

>

Fusing decades of military operational and

deployed experience with needs for more
robust and comprehensive framework for
governance of space activities

Spans military, commercial and civil
activities in the space domain

Founder and on the governance board for
Woomera Manual on International Law of
Military Space Activities and Operations

Impact

>

Strategic space leaders and their advisors
have shaped their policies and strategic
approach on the basis of this research

There is a continuing, imperative need to
further clarify and develop the normative
framework for space activities and this
research continues to respond to that
imperative

Successful applications

>

Regular invited contributions to state and
federal government, and international fora

Transfer of knowledge gained from
research through professional education

Applied by participants from military
forces, space agencies, diplomatic corps,
primes, SMEs and start-ups, especially in
Australia, and throughout the world

Our partners

>

Woomera Manual on International Law of
Military Space Activities and Operations

More information

Duncan Blake
UNSW Canberra

T:
E:

+61 2 5114 5194
duncan.blake@unsw.edu.au

Special Operations in
Current and Future Conflict

UNSW Canberra provides expertise in the theory, history, application, ethics and technology
of Special Operations in current and future conflict, with a focus on the evolution of
unconventional operations, special warfare, grey-zone and proxy conflict and advanced special
operations technology

Competitive advantage

>

Expertise in:

e The theory of special
operations as applied
to contemporary and
future conflict

» History and ethics of special
operations, current best
practices and application
of special operations in
sub-threshold, liminal and
grey-zone conflict

* Lessons learned from current
and historical use of special
operations forces

¢ Emerging and disruptive
technologies and their impact
on special operations, including
autonomous systems and
remote-access special
operations, cyber-kinetic
operations and virtual
special reconnaissance

Impact

>

UNSW Canberra offers the most
advanced suite of Masters-level
courses in Special Operations

of any member of the extended
western alliance, regularly drawing
international students

Improved policy, strategy and
operational employment of
Australian and allied special
operations forces

Modeling and wargaming of future
special operations applications
and technologies

Adversary and threat modeling

Successful applications

>

Support to Special Operations
Innovation and Design efforts in
Australia, the US and UK

Ongoing support to Australian
Special Operations Command,

US Army Special Operations
Command, US Marine Corps
Special Operations Command and
UK Special Forces

Historical support to Canadian,
New Zealand and NATO deployed
special operations elements

Engagement with the special
operations research association,
military operations research
society and related organisations

More information

Professor David Kilcullen
UNSW Canberra

T:
E:

+61 (@) 2 5114 5275
d.kilcullen@unsw.edu.au
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War Studies

Any attempt to predict drivers and motivations in modern conflict is fundamentally linked to historical experience.
UNSW Canberra's War Studies provided first class and cutting-edge research that provides insight into Australia's
past military experience and how that experience can shape the future.

Competitive advantage

>

Leading centre of military history and war
studies in Australia

Global leader in Australian military history
Proven understanding of ADF needs

Impact

>

Give ADF personnel the intellectual edge
to succeed in the complex operating
environments of the 271st century

Research to provide guidance for the
challenges of great power competition
and emerging strategic threats.

Successful applications

>

Official History of Australian Peacekeeping
Operations in East Timor

Official History of Australian Operations in
Irag and Afghanistan

Australia’s Vietnam War database
The AIF project

Numerous titles published through the
Army History Unit

Capabilities and facilities

>

Conflict & Society Research group

More information

Professor Craig Stockings, Head of School
UNSW Canberra

T:
E:

+61 (0) 2 5114 5275

c.a.stockings@adfa.edu.au

AUKUS Defence Research and Technology

Hypersonics



Hypersonics

AUKUS Defence Research and Technology

48

Directed
Energy Systems

We are a leader in power electronics and the emerging use of
this technology across a range of critical defence areas including
directed energy systems. Power electronics provides effector
controllability that is a step-change improvement from conventional
systems, and our high-voltage lab provides testing facilities.

Competitive advantage

> The development of
semiconductor-based excitation
systems of high-power RF
systems yielding huge gains in
control and effect

> Cost-effective, reliable and
predictable response

Impact

> Establishment of a sovereign
capability in high-power RF
systems

> Early detection of lung cancer
leading to radically-improved
patient outcomes

Successful applications

> A prototype directed energy
system using a co-axial oscillator
driven by a HV source

> A miniature nano-second pulse
generator for a novel chemical
agent detector

> Beagle: an award-winning lung
cancer screening device

> A system to accelerate fuel
ignition in hypersonic engines

> Acurrent $1.7M project to develop
sovereign capability in the area of

pulsed-power and direct-energy
systems

Capabilities and facilities

> A high-voltage laboratory with
400kV capability and test
chambers fit for DE purposes

> A suite of medium voltage pulse
generators and associated
measurement systems

> Qver 20 years of continuous
nanosecond pulse generation
research using power electronics

Our partners

> Atomic Weapons Establishment
(AWE UK)

> BAE Systems
> Raytheon Systems UK
> DSTG

More information

Professor John Fletcher
Energy Systems Research Group,

T: +61 (0) 422 460 146

E: john.fletcher@unsw.edu.au

Gasdynamic Laser
Directed Energy Device

The use of a combustion-driven power supply to generate intense light from a
hypersonic expansion for countering improvised swarm UAV or other small-scale
threats. The simplicity of the design, and power of the device combine to provide
a technology that can be deployed where electrical power is difficult to find.

Competitive advantage

> Rugged and powerful source of
directed energy

> Can be used where there is no electrical
power available

> Simple enough to be serviced in the field

Impact

> Combines an understanding of
hypersonics, combustion and laser
operation to provide a unique niche
capability in directed energy

Successful application

> Currently being deployed as a proof-of-
concept experiment

Capabilities and facilities

> Computer model for population dynamics
in the laser

> Diagnostics for measuring state
populations while in operation through
absorption spectroscopy

Our partners
> DSTG
> Lockheed Martin Corp (USA)

More information

Associate Professor Sean O'Byrne
UNSW Canberra

T: +61 (8) 2 5114 5190

E: s.obyrne@adfa.edu.au
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Hypersonic
Control

Testing and analysing the performance of control methods and algorithms
in flow conditions that are representative of hypersonic flight.

Competitive Advantage

> Technologies that test
robust control algorithms on
representative configurations in
hypersonic flows

> Technologies that cover both
“algorithm-in-the-loop” testing in

wind tunnels as well as “software-

in-the-loop” testing via numerical
simulation

> Technologies that can evaluate
novel actuation methods such
as fluidic control and fluidic
thrust vectoring

Impact

> Test methodologies enable a
steady progression through
Technology Readiness Levels
of both control algorithms and
control actuation approaches
by testing them dynamically in
flow conditions representative of
hypersonic flight

Successful applications

>

Development of technologies to
test both control methodologies
and control actuation approaches;
supported by the U.S. Air Force
Office of Scientific Research and
BAE Systems

Capabilities and facilities

>

High-speed wind tunnels including
T-ADFA and the Supersonic Nozzle
Test Facility

Partner facilities at USQ and HDT
at the University of Oxford

More information

Professor Andrew Neely
UNSW Canberra

T: +61 (8) 2 6268 8251

E:

a.neely@unsw.edu.a

Hypersonic

Flowfield

Measurements

World leading laser flow diagnostics.

Competitive advantages

>

Unigue combination of state-of-
the-art shock tunnel for generating
hypersonic flows and laser-based
diagnostics for making precision
measurements in those flows

Wide range of laser-based
measurement technologies,
including laser-induced
fluorescence diode laser
absorption spectroscopy and
resonantly-enhanced shearing
interferometry

Impacts

>

Design of more efficient
hypersonic vehicles

Improved understanding

of aerothermodynamic heating
and drag characteristics of
hypersonic vehicles

Testing validity of
computational models

Successful applications

>

Produced the world’s first two-
dimensional velocity maps in
hypersonic separated flows

Density measurements 100 times
more sensitive than existing
technologies

Fastest scanning temperature
measurement technology
currently in existence (1.6 million
temperature measurements per
second)

International collaboration in
comparison of state-of-the-art
computational methods

Multiple funding streams including
US Air Force programs

Capabilities and facilities

> T-ADFA free-piston shock tunnel
> YAG-pumped dye laser system

> Diode laser absorption
spectroscopy system

More information

Associate Professor Sean O’'Byrne
UNSW Canberra

T: +61 (8) 2 6268 8353

E: s.obyrne@unsw.edu.au
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Hypersonic
Ignition Enhancement

Hypersonics

Making a scramjet work with hydrocarbon fuels requires faster ignition than would
usually occur. We have developed a range of ignition enhancement technologies
to enable supersonic ignition and flameholding.

AUKUS Defence Research and Technology
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Competitive advantage

>

We have developed the laser ignition
technology for scramjet combustors
We have also investigated the benefits
of nanosecond-discharge ignition for
scramjet propulsion

Impacts

>

Enabling technology for supersonic
combustion

Operation at higher altitudes — increasing
the available flight envelope for the
propulsion system

Successful applications

>

First demonstration of laser spark ignition

Capabilities and facilities

>

>

>

T-ADFA Free-piston shock tunnel
Scramjet combustor

Laser and nanosecond discharge

ignition systems

Advanced laser diagnostics for measuring
combustion products and temperatures

Our partners

>

>

>

US Air Force
DSTG

University of Virginia, Ohio State and
Arizona State Universities

More information

Associate Professor Sean O'Byrne
UNSW Canberra

T: +61 (8) 2 5114 5190

E:

s.obyrne@adfa.edu.au

Hypersonic

Inlet and Combustion Sensors

Hypersonic vehicles require sensor and actuator systems that are both very fast and non-intrusive.
Our research group has produced a rugged laser-based inlet sensor that has survived more than 20 g
acceleration in a flight test environment.

Competitive advantage

> We have developed the first flight-tested
laser-based inlet sensor

> (Capable of measuring temperature, speed
and angle of attack at high rates

Impact

> Essential sensor for control of
hypersonic vehicles

> Combined with combustion sensors,
it can provide a complete engine
monitoring system

Successful applications

> Flight tested as part of the
SCRAMSPACE project

Capabilities and facilities

> High-speed spectroscopic system

> The world's fastest temperature
measurement

Our partners
> US Air Force
> DSTG

More information

Associate Professor Sean O'Byrne
UNSW Canberra

T: +61 (0) 2 5114 5190

E: s.obyrne@adfa.edu.au
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Hypersonic Vehicle
Performance

Hypersonics

Reducing the risk of high-speed flight testing and development
through the application of simulation validated via scaled, dynamic
free-flight testing in wind tunnels.

AUKUS Defence Research and Technology
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Competitive advantage

> Highly-instrumented, low-inertia,

dynamically-scaled, rapidly-
prototyped, models with on-board
instrumentation for free-flight
testing in hypersonic conditions

Measurement of the aerodynamic
derivatives of a design across

a range of attitudes in a single
experimental run using on-board
instrumentation in tandem with
high-speed video tracking

Quickly validate numerically-
derived aerodynamic databases
using a small number of wind
tunnel experiments and the
performance of arbitrary vehicle
shapes

Ability to investigate high-speed
separations including and stores
release in addition to quantifying
the associated multi-body
aerodynamics

Impacts
> Rapid assessment of vehicle

performance

Reduced requirement and risks
associated with flight testing

Use of ground-based test facilities
to assess numerical designs and
identify unforeseen issues

Rapid assessment of geometric
design, mass distribution and
separation approach

Successful applications

> Free-flight technology has
been successfully applied to
multiple programs including the
Defence Science and Technology
Group (DSTG)/AFRL HIFIRE
program and ESA's HEXAFLY-
International program

> Initial vehicle designs have also
been tested for Reaction Engines
Limited (Skylon) and Hypersonix
(SPARTAN)

Capabilities and facilities

> Multi-fidelity numerical tools
for assessment of vehicle
performance

> Ability to design models and
experiments

> Ability to design and fabricate
bespoke on-board electronics

> High-speed wind tunnels
including T-ADFA

Our partners
> TUSQ at USQ
> HDT at the University of Oxford

> MB6LT at the United States Air
Force Academy

More information

Professor Andrew Neely
UNSW Canberra

T: +61 (0) 2 6268 8251

E: a.neely@unsw.edu.au

Hypersonic

Vehicle Structures

Developing, validating and testing structural designs, components
and materials to operate in the extremes of hypersonic flight.

Competitive advantages

> Expertise in the design and testing of
aerostructures to withstand the extreme
conditions experienced by a vehicle during
hypersonic flight

> Expertise extends to both the
development of numerical tools as well as
the experimental methods to predict and
measure the performance of structures,
sub-components and materials exposed
to hypersonic flight conditions

> Measurement and test technologies cover
both ground-based measurements and
in-flight measurements

Impact

> Test and prediction technologies
enable the increase in technology
readiness levels of structural designs,
sub-components and high temperature
materials by exposing them to
the thermal-structural conditions
representative of hypersonic flight. This
leads to the optimisation of vehicle
designs and reduced requirements for
expensive flight testing

Successful applications

>

Expertise and technology has been
applied to the design and evaluation

of aerostructures and subcomponents
for the HyCAUSE (DARPA/AFRL/
Defence Science and Technology (DST)),
SCRAMSPACE (UQ-led consortium)
vehicles and the onboard measurement
of thermal-structural performance
in-flight under the HIFIRE (DST/AFRL)
and HEXAFLY-INT (ESAled consortium)
hypersonic test flight programs

Capabilities and facilities

>

Experimental facilities and diagnostics
to test the structural performance of
materials and components under flight-
representative temperatures and
thermal gradients

The ability to combine thermal loads
with representative aerodynamic loads in
supersonic and hypersonic wind tunnels

Deployment of diagnostic technologies
onboard hypersonic flight-test vehicles for
real-time measurements

More information

Professor Andrew Neely
UNSW Canberra

T: +61 (8) 2 6268 8251

E:

a.neely@unsw.edu.au
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Materials Testing
for Extreme
Environments

The success of defence's hypersonic capabilities will rely on
the operation of advanced materials functioning at extreme
temperatures for long periods of time. We offer capabilities for
testing advanced alloys and ceramics at the range of cryogenic to
elevated temperatures relevant to hypersonic aerospace systems.

Competitive advantage

> World class expertise in testing,

understanding, and predicting advanced
mechanical behaviour of materials
(fracture toughness, fatigue crack growth,
creep fatigue, etc.) in extreme conditions
such as cryogenic temperatures to well
above 1000°C in oxidizing, vacuum, and
inert gas environments

Impact

> The safety and reliability of hypersonic

aerospace systems are reliant of
specialised materials (ceramics,
intermetallic compounds, heat resistant
alloys & superalloys, etc.) that can
withstand the extreme operative
conditions for long periods of time, and

a detailed understanding of the relevant
materials performance is essential for the
design, deployment, and maintenance of
these systems

Successful applications

> We have performed successful projects

on materials currently used in, and being
developed for, applications in advanced
aerospace structures and aeroengines

Capabilities and facilities

> Quasistatic (e.g. tensile, fracture
toughness, etc.) and dynamic (fatigue
crack growth, creep-fatigue, etc.) testing
capabilities in extreme environments
relevant to hypersonic applications:
cryogenic temperatures to well above
1000°C in oxidizing, vacuum, and
inert gas environments

Our partners
> US Department of Energy

> US National Technology Energy
Laboratory

> US Idaho National Laboratory

> US Oak Ridge National Laboratory,
Precision Castparts (PCC Structurals)

> Plansee SE Corporation
> Titomoc Ltd. Pty

More information

Professor Jay Kruzic
Faculty of Engineering

T: +61 (0)2 9385 4017

E: j.kruzic@unsw.edu.au

AUKUSDefence Research and Technology

Nuclear
Propulsion



Advanced Radiation
Shielding Materials

Nuclear Propulsion

We have developed new approaches to materials selection that combine fundamental nuclear
physics with an engineer's understanding of nuclear applications. These methods enable us to
select optimal shielding and structural materials for a range of nuclear applications in including
thermal, fast, and fusion-relevant neutron fluxes.

AUKUS Defence Research and Technology
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Competitive advantage

> Materials selection using the full range
of nuclear interactions at all neutron and
gamma energies

> Systematic, analytical approach
that charts every nuclide without
using computationally expensive
Monte Carlo simulation

Impact

> We can design radiation shielding
materials to optimise against density,
mass, spatial or other constraint, for any
input radiation flux

Successful applications

> Radiation shielding design for
superconducting compact tokamak
fusion reactor

Our partners
> Tokamak Energy

More information

Dr Patrick Burr
Faculty of Engineering

T: +61 (@) 2 92385 0918

E: p.burr@unsw.edu.au

Materials Testing for
Extreme Environments

The success of defence's nuclear submarine capabilities will rely on the operation
of advanced materials functioning at extreme temperatures for long periods of
time. We offer capabilities for testing advanced alloys and ceramics at the range
of cryogenic to elevated temperatures relevant to nuclear power generation.

Competitive advantage

> World class expertise in testing,
understanding, and predicting
advanced mechanical behaviour
of materials (fracture toughness,
fatigue crack growth, creep
fatigue, etc.) in extreme conditions
up to, and well above, 1000°C in
oxidizing, vacuum, inert gas, or
agueous environments

Impact

> The safety and reliability of nuclear
power generation systems are
reliant of specialized materials
(graphite, heat resistant alloys
& superalloys, intermetallic
compounds, ceramics, etc.)
that can withstand the extreme
operative conditions for long
periods of time, and a detailed
understanding of the relevant
materials performance is essential
for the design, deployment, and
maintenance of these systems

Successful applications

> We have performed successful
projects on materials currently
used in, and materials being
developed for, applications
in advanced nuclear power
generation systems

Capabilities and facilities

>

Quasistatic (e.g. tensile, fracture
toughness, etc.) and dynamic
(fatigue crack growth, creep-
fatigue, etc.) testing capabilities in
extreme environments relevant to
nuclear applications: temperatures
up to, and well above, 1000°C in
oxidizing, vacuum, inert gas, or
agqueous environments

Our partners

>

>

US Office of Nuclear Energy

US National Technology Energy
Laboratory

US Idaho National Laboratory
US 0ak Ridge National Laboratory

Precision Castparts (PCC
Structurals)

Plansee SE Corporation
Titomoc Ltd. Pty

More information

Professor Jay Kruzic
Faculty of Engineering

T:
E:

+61 (9) 2 9385 4017

j.kruzic@unsw.edu.au
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Nuclear Engineering
Education and Training

Nuclear capability hinges on the skills and advanced level of nuclear engineering knowledge in
the nuclear workforce. Training Tier 3 professionals takes up to 20 years, and research training
including PhD and research experience is a part of this advanced study. Nuclear engineering
is an interdisciplinary application of engineering science and is taught alongside other
engineering specialisations.

Competitive advantage

>

UNSW offers advanced
nuclear engineering
education starting

from honours level
undergraduate, through
postgraduate, to PhD and
beyond

Australia’s leading
engineering university,
located in Sydney

Impact

>

Training the new
generation of nuclear
engineers through UNSW
programs, courses and
short courses for industry
and government

Successful applications

>

UNSW Nuclear
postgraduate coursework
programs: masters,
graduate diploma, and
graduate certificate

UNSW PhD programs in
nuclear engineering

Short courses for
government and Defence

Capabilities and
facilities

>

Education design,
program and course
development, engineering
labs, and infrastructure
of Australia’s leading
engineering university

Our partners

Nuclear Fuel Analysis
and Testing

Researching the next generation of nuclear fuels for pressurised water
reactors and future designs like the lead-cooled fast reactor. High density
nuclear fuel compounds uranium nitride, uranium silicide and metallic
fuels are under increased consideration to improve accident tolerance and

> Department of Defence

> Australian nuclear
science and technology
organisation (ANSTO)

> OECD Nuclear
Energy Agency

More information

Dr Edward G Obbard
Faculty of Engineering

T: +61 (0) 2 9385 7625
E: e.obbard@unsw.edu.au

enable higher power density with increased safety margin.

Competitive advantage

>

Integrated research capability
for analysis of fuel test results
combined with ab-initio and
multiscale modelling of nuclear
fuel performance in accident
conditions

Impact

>

Quantitative measurements of
corrosion rates, phase changes,
and thermal expansion in nuclear
fuel compounds undergoing
corrosion, cross-referenced to
atomic-scale modelling

Successful applications

>

Discovery of strain effects in in-
situ hydriding of U3Si2 accident
tolerant fuel

Measuring crystallographic
thermal expansion in doped and
modified fuel compounds

Corrosion-resistant additions to
UN fuel pellets to control oxidation
in steam

Capabilities and facilities

> Nuclear materials research group
with expertise across nuclear
fuel research from experimental
design to complex data analysis,
contextualization, and model
validation

> Experimental facilities developed
jointly with Australian Centre for
Neutron Scattering

> Routine access to large scale
computational infrastructure

Our partners

> Australian Centre for Neutron
Scattering

> Los Alamos National Laboratory
> Westinghouse Electric

More information

Dr Edward G Obbard
Faculty of Engineering

T: +61 (8) 2 9385 7625
E: e.obbard@unsw.edu.au
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Nuclear Technology
and Society

Nuclear Propulsion

While nuclear technology represents an enduring option for affordable and abundant energy
for societal development and decarbonisation, a fraught relationship with society curtails its
potential role in many scenarios. We work to identify common ground for conversations on the
merits, limitations, and challenges around nuclear technology between stakeholder groups.
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Competitive advantage

> Nuclear engineering research group with
in-depth, expert knowledge of nuclear
safety, benefits and future trajectory for
technology

> Active collaboration with social sciences,
law, and medicine faculties. Partnering
with UNSW Design Studio DesignNext
for futures analysis, co-design and
workshop methods

Impact

> Co-Charing OECD-NEA working group
‘rethinking the relationship between
nuclear energy and society’ as part of
global forum on nuclear education,
science technology and policy

Capabilities and facilities

> UNSW Allens Hub for Technology, Law
and Innovation

> UNSW research infrastructure including
research ethics, compliance, and research
management

> Experts in public surveying, focus groups,
co-design and technology ethics

Our partners
> OECD Nuclear energy agency

> Multiple universities worldwide member
of the NEA global forum in nuclear
education, science, technology and policy

More information

Dr Edward G Obbard
Faculty of Engineering

T: +61 (8) 2 9385 7625
E: e.obbard@unsw.edu.au

Radioactive Waste
Management

We have extensive experience in the examination of actual
and potential nuclear waste repositories and in assessing
optimal approaches to remediation and/or containment.

Competitive advantage

>

Team of geochemists

and environmental engineers
with extensive experience in
radioactive waste site
investigation, risk assessment
and remediation approaches
based on both experimental and
computational skills

Impact

>

Undertaken R&D with ANSTO on
both legacy and analogue nuclear
waste sites/repositories and
published research outcomes
extensively

Successful applications

>

Currently investigating legacy
nuclear waste site on southern
outskirts of Sydney

We have previously investigated
use of subsurface uranium
deposit (in the Northern Territory)
as analogue of a nuclear waste
repository

Capabilities and facilities

> Superb experimental and
computational facilities at both
UNSW and ANSTO

> We have made extensive use of
the Australian Synchrotron for
sample characterisation

Our partners

> Australian Nuclear Science and
Technology Organisation

> United States Nuclear
Regulatory Commission

> Japan Atomic Energy
Research Institute

More information
Professor T. David Waite
Faculty of Engineering
T: +61 (0) 414 385 162

E: d.waite@unsw.edu.au
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Blockchain Technologies
for nuclear safeguards

Australia faces new diplomatic challenges to exercise untested clauses in
its nuclear safeguards agreement for non-proscribed military activities.
Blockchain technology is a solution that balances information sharing
while maintaining security in nuclear safeguards.

Competitive advantage

> UNSW developed and tested
SLUMBAT, the world-first
blockchain demonstration for
nuclear material accounting and
control on blockchain

> We continue to work on cutting
edge blockchain technology that
combines the expertise of nuclear
engineering and computer science
research

Impact

> World-first application of
blockchain to nuclear safeguards
information systems.

Successful applications
> SLUMBAT (2018)
> SLAFKA (2020)
> SLIMNAC (2022)

Capabilities and facilities

> Practical knowledge and
experience working with nuclear
safeguards

> Nuclear engineering

> Comprehensive research expertise
for understanding networks,
cryptography, distributed ledger &
cloud infrastructure

Our partners

> Finnish Radiation and Nuclear
Safety authority (STUK)

> Stimson Center

> International Atomic Energy
Agency

More information

Dr Edward G Obbard
Faculty of Engineering

T: +61 (@) 2 9385 7625
E: e.obbard@unsw.edu.au

Zirconium Alloy Lifetime
Prediction

Alloys of zirconium are the pre-eminent structural material for core internals of pressurized
water reactors, whether used as civilian powerplants or for naval propulsion. Lifetime limiting
factors for zirconium alloy components include hydride cracking and radiation growth.

Competitive advantage

>

Australia’s leading research
group for ab-initio modelling of
radiation and hydrogen effects in
zirconium alloys

Impact

>

Predicting engineering
properties like ductility,
dimensional change and
composition from fundamental
interactions of high energy
neutrons and zirconium alloys

Capabilities and facilities

>

Dedicated nuclear materials
research group with expertise
across zirconium alloy materials
engineering from experimental
design to complex data analysis,
contextualization, and model
validation

Advanced computational
modelling capability, with
access to leading computational
infrastructure

Our partners

>

>

>

Westinghouse
Los Alamos National Laboratory
Imperial College London

More information

Dr Patrick Burr
Faculty of Engineering

T: +61 () 2 92385 0918

E:

p.burr@unsw.edu.au
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Quantum

Multiscale Simulation of
Quantum Materials & Devices

Microwave Quantum
Technologies

A world expert in quantum electronic simulation software development based on first principles
and multi-scale techniques. The tools are aimed at guiding design and optimization of quantum
technologies, post Moore's Law devices, and exploring applications of emerging materials.

Quantum technologies for low noise detection of microwaves at cryogenic and room temperatures.
The low noise measurement of microwave signals is central to many advanced technologies, from
satellite communication systems to radar and spectroscopy. Our lab is developing superconducting
amplifiers that operate at the quantum noise limit and spin-based amplifiers that function under
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ambient conditions.

Competitive advantage

> Our quantum-limited microwave superconducting
parametric amplifiers offer substantially greater
power handling capabilities relative to other
superconducting technologies

> We are developing room temperature near-
guantum-noise-limited microwave amplifiers, a
capability not currently available elsewhere

> Our amplifiers can be applied to precision timing
and electromagnetic field sensing

Impact

> Considerable improvement to the signal to noise
ratio of microwave signal measurements, leading
to enhanced ranges in communication and radar

> Improved fidelity of quantum bit readout in
semiconductor and superconductor-based
guantum processors

> Enhanced sensitivity in spectroscopy
applications, allowing detection of substances at
lower concentrations

Successful applications

> We have applied our cryogenic quantum-
limited amplifiers to electron spin resonance
spectroscopy, greatly improving the spin
detection sensitivity

Capabilities and facilities

> Facilities for performing microwave
measurements at low temperatures (down 10
mK) and in high magnetic fields

> Capabilities for measurements at the single
microwave photon level

> Room temperature optomagnetic facility for
microwave quantum technologies operating
under ambient conditions

> World-class nanofabrication facilities for
the development of semiconducting and
superconducting quantum devices

More information

Dr Jarryd Pla
Faculty of Engineering

T: +61 (8) 2 9385 0892

E: jarryd@unsw.edu.au

Competitive advantage

> In-house atomistic simulation software capable
of multi-million atom simulations

> Fully guantum mechanical description of
electronic structure & current flow

> Integrated multi-physics & multi-scale capabilities:

stress, electrostatics, lattice vibrations, spin
dynamics, multi-electron correlation

Impact

> First-principles based computer aided design of
solid-state qubits

> Modelling of material disorder in device operation

> Design of energy-efficient post Moore's
Law devices

Successful applications

> Simulations helped to achieve long coherence
and high-fidelity in silicon quantum computing
devices

> Led to patented designs of nanoscale transistors
for US Semiconductor Research Corporation

> Guided successful design of Quantum Hall
interferometers in 1I-V material stack

> The simulation tools are used in leading
semiconductor quantum computing groups
worldwide, as well as in national laboratories
and in industry

Capabilities and facilities

> Large database of semiconducting materials,
including llI-Vs, IVs, 2D materials, dopants

> High-performance user-friendly object-oriented
platform in C++

> Unified materials to device simulation framework
from 3D to low dimensional devices

Our partners

> Centre of Excellence for Quantum Computation &
Communication Technology (CQC2T)

> Silicon Quantum Computing, Pty. Ltd. (SQC)

> Centre of Excellence in Future Low-Energy
Electronics Technology (FLEET)

More information

Associate Professor Rajib Rahman
Faculty of Science

T: +61 (©) 2 9065 1880

E: rajib.rahman@unsw.edu.au
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Quantum Materials:
Nanoscale Characterisation of
Magnetic and Multiferroic Correlated
Electron Systems

Our group performs research in materials physics of complex oxide materials with correlated electron
systems (quantum materials), especially fundamental nanoscale electronic, optical and magnetic
properties of interfaces and topological structures, with an experimental focus on advanced scanning
probe microscopy techniques, including instrument and methods development.

Competitive advantage variable humidity environment, in-situ tensile
and compressive bending stages for nanoscale
measurements)

> Home-built scanning probe microscopy
(SPM) instrumentation capability not available

commercially > Group provides and develops unique materials

characterisation technigues to design new energy

> Advan nan le char: rization n ) ) ;
dvanced nanoscale characterization not materials and materials for low-energy electronics

available commercially
> We have > 20 years of experience and a track

> Pioneering work into functionality of topological record locally and internationally

defects in quantum materials for nanoelectronics

Our partners

Intel Corporation

US Office of Naval Research
Silanna Pty Ltd.

BluGlass Ltd.

Impact

> Specialized nanoscale characterisation of
magnetic, multiferoic and quantum materials

\%

\%

\

\%

Successful applications

> Consulting and contract research for Intel
Corporation, US Office of Naval Research
Multiferroic Materials Program, Silanna Pty Ltd.,
BluGlass Ltd.

More information

Professor Jan Seidel
Faculty of Engineering
T: +61 (0) 2 9385 4442

E: jan.seidel@unsw.edu.au

Capabilities and facilities

> Australia’s only dedicated advanced scanning
probe microscopy laboratory
> In-house instrument and capability development
> 7 instruments with wide measurement parameter
sample space (temperatures from 4K to 600
K, magnetic fields up to 9T, UHV and specific
gas environments, in-situ light illumination,

Quantum
Communications in Space

Quantum communications via low earth orbit (LEO) satellites offer a paradigm shift. We develop
and test state-of-the-art quantum communication protocols for space. Our systems provide ultra-
high information security in satellite communications, allow for entanglement distribution for sensing
applications, and are a major step forward in building the new quantum internet.

Competitive advantage Capabilities and facilities
> World leaders in quantum communication > State-of-the-art quantum communication
via LEO satellites testbed and laboratories for free space

> World-first satellite designs for combined quantum communications

classical and quantum communication

> World leaders in positioning-authentication Our partners

protocols delivering true quantum advantage > Northrop Grumman

> Alarge group of highly trained engineers in
quantum communication — knowledgeable

X More information
across all theoretical and deployment aspects of

space-based quantum technologies Professor Robert Malaney
Faculty of Engineering
Impact T: +61 (@) 2 9385 6580
> Delivery of free space quantum communication E: r.malaney@unsw.edu.au
systems

> Foundational elements delivered for the next-
generation global quantum internet

> Foundational patented technology in location
verification via quantum communications

Successful applications

> Space-based quantum sensing and processing
> Quantum key distribution for satellites
> Global entanglement distribution




Quantum Computing
with High-Spin Atoms

Quantum computers are expected to drastically impact data security, logistics and optimisation
problems. The power of a quantum computer depends upon the number of quantum states
available for data encoding. We are developing a unique platform that uses high-spin atoms to

encode quantum data with unprecedented density.

Competitive advantage

>

The first in the world to have demonstrated
quantum information processing using single
high-spin atoms in silicon

Each atom contains the equivalent of four
quantum bits of information. Atom arrays can be
spaced with a pitch of only tens of nanometres,
yielding unprecedented density of quantum
information storage

Impact

>

Quantum computers have significant applications
in data security and as nodes for secure quantum
communication channels

High information density simplifies the
construction of a fault-tolerant quantum
computer capable of real applications

Access to a fault-tolerant quantum computer,
especially if built using silicon manufacturing, will
be a key strategic capability in the next decades

Capabilities and facilities

> Leading silicon nanofabrication facilities via the
UNSW node of ANFF, and unmatched in-house
expertise

Extensive platforms for quantum measurements
in ultra-low temperature, high-frequency, low-
noise environment

International network of partners with access to
state-of-the-art theoretical and computational
facilities

Our partners

> U.S. Army Research Office

> DSTG

> Sandia National Laboratories
> HRL Laboratories, LLC

More information
Scientia Professor Andrea Morello
Faculty of Engineering

T: +61 (8) 2 9065 1143
E: a.morello@unsw.edu.au
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Scalable CMOS

Quantum Dot Quantum
Processor Technology

Building quantum computing hardware using silicon CMOS compatible processes enables a
pathway towards fault-tolerant, universal quantum computing. Leveraging the silicon CMOS industry
investment and capabilities provides a means to scale CMOS quantum dot devices to the billions of
quantum bits needed to solve challenges of national interest and global significance.

Competitive advantage

>

First in the world to demonstrate one- and two-
qubit operation in a silicon quantum device using
the spin of a single electron in a CMOS quantum
dot

Peer-reviewed architecture for a full-scale
quantum processor capable of reaching the
billions of quantum bits required for fault-tolerant,
universal guantum information processing

CMOS compatibility allows for integration of
control electronics with the quantum processor
into a single platform

Impact

>

Applications across many sectors including
materials research, drug design and optimisation
become feasible with the billions of qubits
possible using the very large-scale integration of
CMOS qubits

Proven defence and national security applications
such as in cryptography become possible with
the scale of quantum processor achievable with
CMOS compatible qubits

Capabilities and facilities

>

Expertise in silicon process development and
leading silicon fabrication facilities through the
UNSW node of the Australian National Fabrication
Facility (ANFF)

Well-established, low-noise cryogenic
measurement platforms for measurement of
quantum devices at ultra-low temperatures

Our partners

>

Diraq Pty Ltd

More information

Professor Andrew Dzurak
Faculty of Engineering

T:+61 (8) 2 9385 6232

E:

a.dzurak@unsw.edu.au

Tailored Quantum
Computing Solutions

Providing access to and co-development of bespoke quantum processors for problems in simulation,
optimisation and machine learning. High-quality processors based on atom qubits in silicon are

manufactured in house using globally leading, high precision proprietary technology.

Competitive advantage

> Uniquely positioned to deliver tailored, high-quality

guantum computing solutions to clients

> World's most precise atom-scale qubit fabrication,
with the fastest 2-qubit gate in silicon processors,

lowest charge noise and high fidelity, fast qubit
read-out provide high quality, fast and stable
quantum processors

> With our full stack quantum computing team,
we can design, manufacture and operate our

qubits in house based on the mapping of targeted

solutions by our algorithms team

Impact
> Co-development of quantum computing

solutions to your needs based on globally leading,

competitive technology

> First mover advantage on upcoming disruptive
technology relative to competing entities

> Assessment of when quantum computing will
impact your industry

Successful applications

> World's first integrated circuit manufactured at
the atomic scale

> Using this processor, we have demonstrated the
ability to accurately model the quantum states
of a small, organic polyacetylene molecule —
definitively proving the validity of the company’s
technology for modelling quantum systems

Capabilities and facilities

> Globally unique end-to-end atom-scale
manufacturing capability in house to design and
build bespoke processors

> Full-stack quantum computing team in-house for
high-quality system-wide processor integration
and operation

> Algorithm team to identify and map problems to
our processors

Our partners

> Silicon Quantum Computing
> Silex Systems Pty Limited

> Centre of Excellence for Quantum Computation
and Communication Technology

> US Army Research Office
> Commonwealth Bank of Australia
> Telstra

More information

Scientia Professor Michelle Simmons AO

Centre of Excellence for Quantum Computation and
Communication Technology

T: +61 (@) 2 9385 6313

E: michelle.simmons@unsw.edu.au
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Flow-Induced Noise
Prediction, Measurement
and Control

Flow-Induced Noise (also known as aeroacoustics and hydroacoustics)
is created as air and marine vehicles move, creating a unique acoustic
signature. The Flow Noise Group has world-leading experimental and
numerical methods that can diagnose noise control problems. Our unique
expertise also provides innovative flow-noise control solutions.

Competitive advantage

>

\%

World experts in aeroacoustics/
hydroacoustics

Unique experimental and
numerical flow-induced noise
capability

Innovative noise control
technology for air and
maritime platforms

Impact

>

>

>

Improved stealth capability
Reduced signature detection

Ability to diagnose and control
flow noise problems

Improved assessment of
future platforms

Successful applications

>

Aeroacoustic measurement
capability for Defence wind tunnel
Hydroacoustic measurement
capability for Defence applications
Development of quiet rotor blades,
airfoils, drones and turbines

Multiple Defence/Industry
engagements to identify, isolate
and control flow noise

Capabilities and facilities

>

World-class aeroacoustic
wind tunnel

Highly accurate acoustic
array technology

Laser-based turbulence
measurement systems

World-leading numerical
simulation expertise

Noise control design

Our partners

>

>

>

DSTG

ResMed
Cochlear

Daikin

Dotterel (Drones)
SETI

Bradken

Minetek

More information

Professor Con Doolan
Flow Noise Group,
Faculty of Engineering

T:
E:

+61 (0) 422 370 762

c.doolan@unsw.edu.au

Maritime Security
in the Indo-Pacific

The Maritime Security Research Group (MSRG) draws together a unique
team of interdisciplinary scholars focussed on security within the
maritime domain. MSRG takes a broad approach to maritime security, one
encompassing not only traditional hard security concerns but also human
security, maritime crime and the ‘blue economy’. Current projects include
strategic competition and the South China Sea disputes, non-traditional
security threats and wider issues of sea power and lawfare.

Competitive advantage Capabilities and facilities

> Understanding of the > Our group has a uniqgue
contemporary maritime security combination of expertise across
environment in the Indo-Pacific international law, history, strategy,

naval affairs and a range of Indo-

Pacific regional perspectives

Impact

> We hold an annual round table for
o Our partners

stakeholders on emerging issues.
The 2021 roundtable “China in the > We collaborate extensively with
Maritime Pacific”, for example, a range of other universities
attracted 100 participants over embedded in military academies
three days from governments, worldwide, as well as hubs of
think tanks and academia expertise at UNSW Sydney

Successful applications More information

> Our capability has been
recognised in a series of external
grants and projects for research
into areas such as strategic law of
the sea litigation by small states
against great powers.

Professor Douglas Guilfoyle
Maritime Security Research Group,
UNSW Canberra

T: +61 (0) 2 5114 5060
E: douglas.guilfoyle@unsw.edu.au
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Optical Sensing
Networks

Optical solutions for industrial and biomedical sensing applications. These
include monitoring under hazardous conditions such as those found in
petrochemical plants, mines and food processing environments, and
monitoring and imaging of neuronal activities in biological tissues such as

those found in the brain, retina and muscle.

Competitive advantage

>

Breakthrough optoelectronic
transducers capable of
optically reading the output of
standard electronic sensors and
transmitting via optical fibre for
processing.

Ferro-electric liquid crystals can
be used to detect neural activities
in biological tissues, providing

a means to develop the next
generation of brain—machine
interfaces. They also form the
basis of a new class of monolithic
integrated Q-switch lasers.

Impact

>

New and safer sensing

Successful applications

>

Zedelef —spinoff company
created to commercialise research
outcomes

> A new high performance optical
telemetry system for ocean
monitoring

Currently commercialising two
patented technologies: brain
machine interface and integrated
monolithic Q-switched lasers

Capabilities and facilities

> Two photonics labs for
characterisation and materials

The Australian National
Fabrication Facility (ANFF)

More information
Professor Frangois Ladouceur
Faculty of Engineering

T: +61 (0) 408 476 460

E: f.ladouceur@unsw.edu.au




Optical
Towed-Array Sonars

Undersea Warfare

The security of coastlines can be greatly enhanced using sonar arrays including
those towed by autonomous marine drones. This technology produces low-cost,
robust, lightweight and power-efficient towed-array sonars based on optical
sensing technologies developed in collaboration with industry partners.
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Competitive advantage
> Thereis a trend towards the use

of marine drones to supplement
crewed vessels. Central to the
viability of this is the development
of towed-array sonars suitable for
autonomous drones.

Patented optical technology based
on liquid-crystal transducers

has been developed with

industry partners. Liquid-crystal
transducers translate analogue
electrical signals into optical
signals passively and linearly

It is possible to read optically the
output of virtually any sensor (e.g.
microphone or hydrophone) and
transmit its output over optical
fibre, leveraging the advantages of
optical networks

Cheap, robust, lightweight and
very power efficient technology

Impact
> Better coastal security

Successful applications

>

Solutions for the mining industry,
Ampcontrol, Ocean monitoring,
Thales, Industrial monitoring and
Schneider Electric

Capabilities and facilities

>

UNSW has world class fabrication
and characterization facilities
related to

integrated optics and photonics

Access to the world-class
Australian National Fabrication
Facilities (ANFF)

Our partners

>

>

Thales Underwater Systems
Zedelef Pty Limited

More information

Professor Frangois Ladouceur
Faculty of Engineering

T: +61 (9) 408 476 460

E:

f.ladouceur@unsw.edu.au

Underwater
Blast Wave Facility

A facility for the study of blast waves at high ambient pressures. Combined
with high-speed visualisation, this is unique facility can investigate the
fundamentals of blast waves.

Competitive advantage Capabilities and facilities

> Operates at pressures in excess > High-speed visualisation of
of 200 bar with full optical access underwater blast wave effects
~ highest pressure facility in the > Developed a robust optical shock
world with optical access wave hydrophone with sub-

> |aser generated blast waves allow microsecond response times

study of high-pressure cavitation

Our partners

S > Australian Meat Processing
> Study of the behaviour of blast Corporation
waves at depth

> Investigation of the effects of blast More information

on human/animal tissue

> Study of medical blast wave Associate Professor Sean O'Byrne

applications such as shock wave UNSW Canberra
lithotripsy T: +61 (@) 2 5114 5190

E: s.obyrne@adfa.edu.au

Successful applications

> Has been used to study the
macroscopic and microscopic
effects of blast waves on meat
tissue
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Advanced
Piezoelectrics for

Underwater SONAR
Applications

Piezoelectric materials are the active components of underwater SONAR system.
These materials directly convert acoustic energy into electrical signals for
detection and conversely are used to convert electrical signals into underwater
acoustic pulses. Their properties dictate the achievable capabilities of a given
SONAR system.

Competitive advantage

> World-leading research program
in piezoelectric materials
characterisation

> Extensive instrumentation for
unique and industry applicable
piezoelectric material structure
and property measurements

> Connections to world-leading
groups in piezoelectric materials
development for SONAR
applications

Impact

> Research in piezoelectric
characterisation guides materials
fabrication and compositional
optimisation

> Advises industry on best material
processing conditions for
maximising electro-mechanical
output and component lifetime

Successful applications

> Contributed to the development
of polycrystalline and single
crystalline piezoelectric materials
for device fabrication

> Novel testing methods and
resulting property values guide
device engineers in optimal
system design

Capabilities and facilities

> Broad range of piezoelectric
materials testing capabilities
across applicable environmental
ranges for underwater SONAR
systems

> Novel in-situ structural
characterisation equipment
to accelerate the material
development cycle

Our partners

> Defences Science and Technology
Group

> Defence Materials Technology
Centre

> Thales Underwater Systems
> US Naval Research Laboratories

> US Office of Naval Research
Global

More information

Associate Professor John Daniels
Faculty of Engineering

T: +61 (0) 406 879 012
E: j.daniels@unsw.edu.au
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Cyber o=

CYBER RANGE

The Cyber Range is a C7000 blade enclosure connecting SAN storage over fibre
channel plus other supporting infrastructure including networking devices. It
provides war gaming, training and exercising - with state-of-the-art equipment
unique in the Australian university system. The cyber range was co-designed with
CSIRO for teaching, training and research.

Hypersonics

FASTEST TWO-STAGE GAS GUN IN SOUTHERN HEMISPHERE

This facility contains 20 kN JJ Lyod and 5 kN MTS mechanical test machines for
static testing, 100 kN and 250 kN dynamic test machines for fatigue testing, vertical
low velocity gas gun and horizontal medium velocity gas gun, instrumented impact
test machines, strain gauges and extensometers.

HYPERSONICS LABORATORY

This laboratory contains the T-ADFA high-enthalpy free piston shock tunnel, capable
of simulating flight at up to Mach 10 at 13 MJ/kg total enthalpy for external
aero-thermodynamics, shock wave/boundary layer interaction and supersonic
combustion (scramjet) research. The shock tunnel is combined with advanced laser-
based diagnostic techniques for flow characterisation.

LASER LABORATORIES

UNSW Canberra has five Laser laboratories. Facilities include: dedicated laser
laboratories sharing an acoustically isolated foundation; pneumatically isolated
optical tables; two Argon-lon lasers; one frequency-doubled Nd:YAG laser (1W
CW@532nm); an infra-red Nd:YAG laser with feedback control of intensity
noise (500mW CW@1064nm); an infra-red fibre laser with feedback control of
intensity noise (TW CW@1550nm); several infra-red semiconductor lasers (10mw
CW@1550nm); free-space and telecommunications optoelectronics; fast, quantum
noise limited, linear photodetectors with associated electronics; an infra-red single-
photon detector and radio-frequency and microwave test and measurement
equipment. Work in adaptive optics and display surrounds two OKO deformable
mirrors and various custom built Spatial Light Modulators. Materials work is
conducted in a Class 100 clean room with sputtering facilities.

MOSSBAUER SPECTROSCOPY LABORATORY

Home to the most developed Mossbauer Spectroscopy Lab in Australia, UNSW
Canberra has a suite of Mossbauer spectrometers (three cryostats 2-300 K; furnaces
300-720 K, Doppler speeds up to 800 mm/s).

Quantum sw

AUSTRALIAN NATIONAL
FABRICATION FACILITY (ANFF) - NSW NODE

ANFF-NSW host over $25M of process tools for the design and fabrication of micro
and nano scale devices, with focus on nanoelectronics, nanophotonics and quantum
devices supported by an expert team of more than 20 process/equipment engineers
(ANFF-Geniuses). The facilities are co-located at UNSW and the University of Sydney,
with the UNSW lab boasting cleanrooms for thermal processing, electron-beam and
optical lithography, CVD thin film deposition, PVD thin film deposition & Dry Etching,
Metrology & Packaging, and Epitaxial Growth Facility.

CENTRE OF EXCELLENCE FOR QUANTUM COMPUTATION AND
COMMUNICATION TECHNOLOGY (CQC2T)

The ARC Centre of Excellence for Quantum Computation and Communication
Technology (CQC?T) is focused on delivering world-leading quantum research
to develop full-scale quantum systems - encompassing ultra-fast quantum
computation, secure quantum communication and distributed quantum information
processing.

THE MARK WAINWRIGHT ANALYTICAL CENTRE

The Mark Wainwright Analytical Centre (MWAC) houses contemporary instruments
for materials characterisation. MWAC manages major instrumentation for the
study of the structure and composition of biological, chemical and physical
materials. Specific facilities include Electron Microscope Unit, X-ray microcomputed
tomography, Nuclear Magnetic Resonance Facility and Spectroscopy Laboratory.
Facilities are accessible to external researchers, government and industry users.

Al

AUTONOMOUS VEHICLES LABORATORY CBR

This laboratory contains a range of unmanned aerial vehicles and wheeled platforms
for the development and testing of autonomous robotic systems.

CREATIVE ROBOTICS LAB 'SP

The Creative Robotics Lab is a cross-disciplinary research environment dedicated to
understanding how humans can interact with three-dimensional robotic agents and
responsive structures within the context of experimental arts and social robotics.
The inhomogeneous nature of cross-disciplinary research demands dedicated
spaces that provide appropriate technological infrastructure and a nurturing
intellectual environment that encourages experimentation and appreciates the value
of unpredictable outcomes. The lab has diverse expertise in sensing, perception,
artificial intelligence and real-time systems, together with a long track record of fully
engaged collaboration between media, arts and robotics.

EPICENTRE SYD

EPICentre (Expanded Perception & Interaction Centre) is a shared UNSW research
centre undertaking visualisation research in the fields of art, design, science, medicine
and engineering. The most advanced facility of its kind, EPIcentre represents the
next generation in medical imaging technologies, engineering, high-performance
visualisation, simulations and applied artificial intelligence. Incorporating an array
interactive 3D environments, it enables researchers to simulate experiences such
as dementia, psychosis, memory loss and other neurological conditions, providing
a powerful way of understanding the experience of sufferers, through immersion
in the condition. EPICentre allows, cross-connecting visualisation with applied
computational simulation science, artificial intelligence, and creativity in arts and
science. It also hosts modern Mixed Reality lab (XR-LAB), where visualisations are
being deployed across VR, AR, hemispherical projections and upcoming multi-touch
walls.

INDOOR ROBOTICS TEST FACILITY CBR

A large netted area fitted with a VICON motion capture system (MCS) allows
indoor testing of drones and other robots, as well as human motion studies, sensor
calibrations etc. The facility is mainly used for closed loop testing of guidance
algorithms for small unmanned aerial vehicles. The MCS provides full 6DOF motion
monitoring with sub-millimetre accuracy at up to 200Hz update rates.
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MODEL AIRCRAFT LABORATORY ' CBR

This lab consists of radio-controlled aircraft manufacture and maintenance facilities
for the study of aircraft guidance, stability and control, particularly in relation to
uninhabited aerial vehicle research. Radio controlled RMax helicopter platform and
support equipment for field trials of autonomous UAV experiments.

TRUSTED AUTONOMY LABORATORY (TAL) CBR

TAL is a facility to enable R&D in Trusted Autonomous Systems. The facility contains
anumber of robots and allows the conduct of human-machine teaming research and
experiments. It is equipped with a continuous audio-video capture system through
four cameras and four microphones, two fixed eye trackers, one head-mounted eye
tracker, two ECG, three EEG, two 2kx2k displays, two smart boards, and different type
of sensors and human-machine interaction devices. The facility is surrounded by
touch screens including two large plasma touch screens and a number of computer
workstations with different network configurations. The laboratory has licenses for a
range of cognitive and data analysis software.

UNSW DATA SCIENCE HUB (uDASH) SYD

The facility has access to Australia’'s fastest array of supercomputers. Simulations
that can take days on high end office machines may only take minutes or hours with
UDASH's computing power. Firmly embedded in UNSW's rich diversity of centres and
facilities, uUDASH and its partners have access to the Katana Servers, the suite of
computers in the hub and UNSW's EPICentre located at the Paddington campus.

Undersea warfare sw»o

AERODYNAMICS LABORATORY

The Aerodynamics Laboratory is a teaching and research laboratory in the
aerodynamics of subsonic and supersonic flows. Work includes aerodynamic testing
of aeroplane, ship, train, car and truck models, roof ventilators and wind turbines.
Calibration of instrumentation such as anemometers and pressure measuring
devices is also conducted. The laboratory facilities include five subsonic wind
tunnels (one with moving ground facility), one Mach 2 to 3 blowdown supersonic
wind tunnel and a shock tube rig. It also has a wide range of equipment to measure
air velocity, pressure, force and flow visualisation. Equipment for various schlieren
and interferometric flow visualisation methods. High-speed video cameras with
recording speed ranges from several thousand to ten million frames per second
plus a SLR camera for single images. Surface pressure measurements — point and
pressure sensitive paint surface-wide techniques.
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Degrees and

Professional Education

Undergraduate and Postgraduate Degrees

Since its inception in 1949, UNSW has maintained a strong scientific, technological
and professional focus, and takes pride in the broad range and high quality of
educators and teaching programs. The career-focused educational programs gain
strength and currency from research activities, strong industry links and strong
regional and global engagement. Capability to develop bespoke short courses and
microcredentials leveraging the research expertise across UNSW is also possible.

UNSW offers undergraduate degrees and postgraduate degrees by research or
coursework across the full spectrum of arts, built environment, business, design,
law, social sciences, engineering, medicine and science, and it is the only university
in Australia with an advanced nuclear engineering program starting from honours
level undergraduate, through postgraduate courses, to PhDs and beyond. UNSW
also offers a bespoke undergraduate degree in Quantum Engineering which
complements a broad suite of postgraduate courses and research. In support of
the AUKUS cyber theme, UNSW also offers a wide range of postgraduate programs
in cyber security, data science and analytics.

Visit www.futurestudents.unsw.edu.au to search UNSW degrees.

Short Courses

UNSW offers a variety of professional education, non-award and Massive Open
Online Courses (MOOCs) that cater for a wide range of needs for Defence, related
industries and the general public in business, IT, languages, data science, law,
architecture and planning, defence, visualisation and simulation, medicine and
health, design, education and safety.

Courses are available online, on campus or in-house at an organisation’s premises
and can be developed to suit the specific staff development and training needs of
your organisation.

Students who have successfully completed approved professional education
courses may be able to use those courses as credit in eligible postgraduate
programs.

Read more at www.shortcourses.unsw.edu.au and www.unsw.adfa.edu.au/study/
professional-education-courses or contact the Professional Education Courses Unit
on (02) 6268 8040 or ProfEdCourses@adfa.edu.au

Professional Education
Courses Related to AUKUS priorities

Al and Cyber

>

Advanced Exploit Development
Certified in Cyber Security
CISSP Training

Code Review

Critical Infrastructure Cyber Security
(SCADA)

Cyber Defence

Cyber Offence

Cyber Security Boot Camp

Cyber Security Fundamentals

Digital Forensics

Data Exploitation for HQ Operators
Introduction to Exploit Development
Reverse Engineering

Wireless, Mobile and Internet of
Things Security

Undersea warfare

>

Introduction to Naval Combat and Weapons

Systems

Enabling concepts - Modelling
and Simulation

> Designing a Simulation-Based Training
Environment

> Building a Case for Immersive
Training Technology

> Simulation Practices for Immersive
Environments

> Modelling and Analysis of Non-
Kinetic Effects in Live, Virtual and
Constructive (LVC) Exercises

> Data Engineering and Architecture in LVC
Environments

> Open Architectures and LVC Integration

Enabling concepts - Capability
Development

> Breakthrough Performance in Design
for Successful Systems

> Capability Life Cycle (CLC) Management

> Function and Performance Specification
Development Workshop

> JCNS and OCD Development Course
> Need Statement Development Workshop

> Operational Concept Document
Development Workshop

> Scope Development Workshop

Enabling concepts — Military Systems

> GPS and its Military Application

> Introduction to Electronic Warfare
> Introduction to Guided Weapons

> Modern Military Navigation Systems
> Optical Surveillance Systems

> Radar Fundamentals

Enabling concepts — Operations and
Decision Analysis

> Introduction to Decision Analytics

> Introduction to Evidence-Based Decision
Making

> Introduction to Spreadsheet Based
Data Analytics

> Introduction to Spreadsheet Based
Decision Analytics

> Spreadsheet Based Decision Analytics

Nuclear Education and Training

> Introduction to Nuclear Engineering

> Tonising Radiation Protection
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